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(Table 1) Personal Information Leakage

from Korea
Scale
Cause Year Company (unit:
million)
2014 KT 1,200
External

Hacking 2014 Neungyule 105
2016 Interpark 1,030

KB, Lotte,
2014 Nonghyupcard 10.400
Internal | 2014 Lottemart 250

Leakage Samsung,
2015 Shinhan, 740

Hyundai card

211 AR E 729 g 3 d%

MAFE FE5& "JRolu MAPBA AR 2
=& GJAtel -JOW 23, A EFA ] 7§17 Ko
thste] JHRJAFE A2zt BAE AetAY At
e 2] H2s 98 S I ET MU
B B A26%). oA Ea 279 F9 glo]
1A ARJIBEIL frEE e Aelth. A A9H
H 71‘%'9‘ ;qd_z% o7 ul-/\g o}_T!_ glouq 1 ‘Ff'JJ}
AR UEstE e FAot. AlAFCR 20154 1
3] 1,0005 7 ool A EI}F fE54 rﬂ?ﬂ H
QRAbaLZE 9ze wAP o, o] W fEH 7S
= 49 29009 Aoz Hd dH 23% 57}3“13}
(Symantec Corporation, 2016). ZUol-= A
g2 npzbziAlolt}, 2014 A S A E71= 3419
711 AP E FE2 F 19 4005 A MAFEA}
530t ole feue AALEATF F o 58%
o] MAFET FEH A2 RdATY, 2014),
ol AlAl 39l s Bste R & AL
(Table 1) 2014 o] F ol A ZAg 7§17
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AT AL APHA eshtt. web 2 ]
AP E %a«l A3 a2 AF YA REel
A& 9ol A4S FYssith

2.2 2X[, EA, 2|

2 APl s HRIFE FF AeA el A
2o i gk olal o 2] AHA AW
EE57] el 25t T2 AEgtelA] dEo] &
1A (cognition), A (affection), €JA](conation)
Al ZF4 (tripartite model) oA ettt A
A5 2 AedR7gdA g AHE T de <l
A A - PEAE

o

(Rational Emotlve Behavioral
Therapy) 0| A& Q17ke] Ado] A<t 85
Jgs mFYy B Ith(Ellis, 1994). 41744
gl A = A | o) @*17} s 3 Aol o
a A7} FAETa 2o dok(Damasio, 2000).
AR Eokol A= 1A, BA, A9 Al 27 F
&l 91zte] dFo] Yehdtia E 1 )3 (Rosenberg
and Hovland, 1960), B2}t % ZofolA= ©
%= (attitude) 7k A1, BA, A9 Al aa 74
% =Hl (Fishbein and Ajzen, 1975), 1A — %
A — A9 ©AE net FAET FET B
(Oliver, 1999). # ol HHA|AE] Fof

A - GlEE) BAEAA IT =gl o
A77F e
, 2016) *é qr = Atgl
, A (AA),
A&7 Al T 5Y “LHQ} Zﬁ}* 3H

Ae FeHoz golg %16}
E o4z 8L Wiln, AME NB-&Z AE-
Bob Pu-He T3 o] EF thitoly Azt
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gk g A o] Ay URbAQl vk Tatn, A=
st de= A sl 515 A AL &
T AT 7= Aotasgt Bk o} AAH
Yoo Balote 5] Jow &FU JAE 24
ato] SHst= AdA o (action contro)y A&

at7] 9 Ay duE Hete S ovlett

(Kant, 1790: ¥%=4, 2000).

= AFdME AP EAFE] AP EAl7H4 <
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Aoy ARzt o dolweAE i et=H Ut
olg|gh A FEL o|F9 P9 o JF= ot
(Weiner, 1980). #AQlo]&< ¥HAIZl Weiner
(1980)= A= Al 24 (locus of cause),
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A 7HA Ao R ERste] AH }"i"/} AR, 4
o Ale AR ele] Wi (Aol heA] Fe

F-(1) el A=Al ek Ao lﬂ‘r( Folkes, 1984).
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At (Folkes et al., 1987). 174 BA B/}
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3.2.2 AR (A%, Wil A (74, 49)
o A

AME YedA o J3S vA S A (Oliver,
1999: Damasio, 2000). 2ol Bz 7|tk &
A4 A3dg G534 EtAY FHAaghe] WA

=

AAAA gkt =2 W, a4 P L7 <
AE ZHA ok nAe] AtE = AHA~E

O AbdA 34k AU = 744 74
GE2 Y F Uk ol vl wMAE =7H A
H| 2 o] &5 FAsAY, AA7IHe R HststAY,
e 3 8 A 5+ 2 g

HA&%, 2015; Frijda et al., 1989). A o]l
e NP E FE2 Qe Adia Wjalzde s

3 L3 H e PFA et FHomet g o
T 285 BFAek. 4 (word-of-mouth) &

A<l ola|#AVE SlE AFEEC] 54 AFolu A
A B Ak el 382 ol AU FAH A
AEE HFAHor T3 iAo ddsie
AT Y A= vl gtk (Huefner and
Hunt, 2000). ¥ A= /A E FZEolgh=
AR AR 23s 95 a 7] wigd] Aol
e g 7l ok A BkE tE A
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Aol Az AFA7} Xﬂ 5 0}—‘:— N5 2 AH| 29
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Bl EE O

‘?*;75 -IM] she B9 E 9u]dtH(Zeithaml et al.,
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(Table 2) Survey items

Construct Survey items
If the company had managed it in advance, personal information leakage
would not have occurred.
.. Controllability | It would have been possible for the company to control the leakage of
Cognition . ..
(CON) personal information in advance.
I think that it is the responsibility of leakage of personal information to a
company which is not managed thoroughly normally.
I was disappointed with the company that leaked personal information.
. . The companies that leaked personal information were not as good as
Disappointment
(DIS) [ expected.
) Companies that leaked personal information were disappointing compared to
Affection .
other companies.
. | There is a sense of betrayal to companies that leak personal information.
(eél};a%)a I felt that I was deceived by the company that leaked personal information.

It is difficult to trust companies that have leaked personal information.

Word-of-Mouse

I will spread a bad reputation about the companies that have leaked
personal information.

I will blame companies that have leaked personal information to my friends.

(WOM)
When my friends use a company that has a leak of personal information,
) I will tell my friends do not use its service.
Conation - - ; B
I will use less of the companies that have leaked personal information.
— When a company has a leak of personal information,
Switching . .
(SWD) I will change my service to another company.
[ will no longer be using a company that has had its personal information
leaks.
V. oimZT 2N 4.2 M2l o Efgh 2A
P A7RIS A3 DA 2R 24
4.1 B29 54 Aol thal 243 QEehg s By e
Smart-PLS 2.0 $A4 #7142 HZ3et. (Table
AT SEe 8 542 (Table 3)3 £t 4y} 2ol 2+ FA71E39] Cronbach’s Alpha %]
Al ALY 54.8%, AL 45.2% 2 UERE AL, 0.7 o] o2 Yt 4lE o] gle o2 Ye
A"l 20t17F 71.3% = 718 =7 Uebstt. i ot 2t HANE e EAISIE(CR)& 25 0.7 ©]
APEE A|Fet ¢ Al|ES & b oldelgta  Aolx, FERAFZU(AVE) S 0.5 o2 Yet
SHEE &l A9 97 4% 2 UElSiTh U AFEA ol e A= YEsttHFornell and
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(Table 3) Profile of Data Sample Larcker, 1981). SHePA-S +470d ke &

Category [tems Frequency | Ratio(%) WA Al Sl EAEE AVES AlH2 &
Gend Male 126 54.8 o] th& FAME 7] AAS FhET 27t o
enaer
Female 104 45.2 B2 AZs9th. (Table 5yellA < o], AVEY]
Under 20 8 3.5 AR 7 2 7 2L 740.851)0] 71 2 A
20s 164 3 A% 3(0.565) 00 =A e BEEEyel 3)
Age 30s 31 13.5 = A0z stolE 9T}
40s 18 7.8
Over 50 9 3.9
Under 5 6 26 (Table 5) Discriminant Validity Test
Number of
web sites 6~10 36 15.7 Construct | 1 2 3 4 5
providing 10~15 53 23.0 1.CON 0.852
_personal | 15-9( 64 27.8 2.DIS 0.460 | 0.851
information
Over 20 71 30.9 3.BET 0.415 | 0.504 | 0.896
Total 230 100 4.WOM  ]0.393|0.555|0.511 | 0.882
5.SWI 0.20310.433 1 0.527 | 0.565 | 0.915

(Table 4) Reliability and Validity Test

o | Lutmg | AV | CR | Tqppeete | 437952

CONL | 0918 4.3.1 A7 HolE 2 o &3 AzEA
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0.460""

Controllabil
ity

0.415"*

"p<0.05(t=1.96), **p<0.01(t=2.58),"**p (0.001(t=3.30)

(Figure 2) Path Analysis of Research Model
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(Table 7) Comparing Means between External
and Internal Leakage

External | Internal

Construct Hacking | Leakage t-value

Cognition | Controllability | 3.88 439 | 9.985"*

| Disappointment | 3.03 3.97 |19.672"
Affection

Betrayal 2.97 3.82 120.379"*

) Word-of-Mouth | 3.09 3.65 |11.008"*

Conation — "

Switching 3.10 3.50 8.854*
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(A) Research Model
of External Hacking
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R=0.158 R=0231
Disappoint 0.480° Word-of-
ment Mouse

0.397"
0.354™

Controllabil
ity

(A") Parsimonious Model
of External Hacking

GoF = 35.6% Betrayal

R=0.125
Switching

(Figure 3) Comparing Research Model and Parsimonious Model in External Hacking
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(Table 8) Combined Path Analysis of
External Hacking

Combined
Ffin Coefficient UATC
CON—DIS—>WOM 0.165 4.997***
CON—DIS—SWI 0.111 3.562***
CON—BET —WOM 0.037 2.121%
CON—BET — SWI 0.040 2.031%
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The Effect of Cognition of Personal Information Leakage

Controllability on Affection and Conation:
Focused on Comparing between External Hacking and Internal Leakage

Cholong Wi* - Sundong Kwon™*

Abstract

Until now, research on Management Information Systems and Information Security has
focused on rational aspects such as security technologies and policies that emphasize human
rationality. Therefore, there are almost no emotional research such as customer’s disappointment
or betrayal due to personal information leakage. As a result, corporate responses to personal
information leak did not satisfy customers” needs and slowed the speed of service recovery.
Therefore, in this study, we applied cognition - affection - conation theory which has been
studied in psychology and marketing, to personal information leakage, and found out the
relationship between emotion and intention in the accident of personal information leakage.
This research model is that controllability of personal information leakage affects affection and
then that affection influences conation, while this effect varies depending on the source of the
internal leakage and external hacking.

We surveyed people who had experience of personal information leakage. People were asked
to respond the scenario of survey, on which the cause of personal information leakage was
divided into external hacking and internal leakage. 460 data were collected and Smart-PLS 2.0
tool was used to verify the research model.

The results of this study are as follows. First, the higher controllability of personal
information leakage, the higher disappointment and betrayal, and the higher service switching

and negative word of mouth. Second, when personal information is leaked by external hacking,
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cognition of controllability affects disappointment, and then the disappointment affects negative
word of mouth. Third, when personal information is leaked by insiders, betrayal is triggered by
cognition of controllability, and conation of service switching is increased.

The contribution of this study can be seen from the academic side and the management side.
As the academic contribution, this study applied the psychological theory of cognition - affection -
conation to personal information leakage and explained the effect of cognition (of controllability)
on affection (of disappointment and betrayal) and conation (of service switching and negative
word of mouth), when personal information was leaked. As the management contribution, this
study suggested that companies should respond differently according to the causes of personal
information leakage. When personal information is leaked by external hacking, companies need
to focus on lowering disappointment emotion. For example, it is necessary to lower the customer’s
expectation, to seek customer's understanding, and to specify as-is and to-be plans. When personal
information is leaked by insiders, companies need to focus on lowering betrayal emotion. For
example, in order to lower and heal betrayal emotion, companies should humbly acknowledge the

responsibility of this mistake first, and make a sincere apology and fair damages compensation.

Key words: External hacking, Internal leakage, Controllability, Disappointment, Betrayal,

Word of mouth, Switching, Cognition - affection * conation
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