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1} bglo

=9 B 79 FEEM e A4
@E*}ﬂi A2 aestete H oA F Aefa
2= Q451 gtk (Baker and Wallance, 2007).
O Fu7lse] wdil gl o= Qg 4
-’F9Jr J 5 Hejo A HEEL] 93 S
It = HEZ e Te S T u
ol E} Fek 97]% 9 AR (o, Aleld HH,
HAFE 2 FeAe f&F F)o wEEH] ot
(Anderson and Agarwal, 2010; Ransbotham
and Mitra, 2009). o]&gt 7|99 Het Asj=
T 5 U2 7140 AL - BAA EHE ol et
z29] EHE #F53171% dtH(Johnston and
Warkention 2010: Hsu et al., 2012). 53],
BESHY] Alae ofFeQlunh Wiacld o

% BN L7 A depda ofof ek 7913
o] ZA A Brh A AR FrtEn vt
2010). E3F, HRAba Abe €]

W
1o r.ﬁ

2

—
T
o
AR

c

(Bulgurcu et al.,
BHo| 2el9lo] E4A AR

A =94 o], vl
od o8 9 A T FHYY A A} A
A% el BA7E 2 9elo] i (D Arcy

et al., 2009: Ifinedo, 2012: Workman et al.,
2008). w2tA 719E 25 WRESY F8Ad
S PAE IPABATS LEﬂo] oS- A Al s},
oS0l A 5o Bte 434 #elE dis|
g o2 HF A end-user)ol 28& F
ATHGuo et al., 2011). HF AHgAl= E<t
AR} o5 @ pEHl dlet e Fu
452 A8, A FhsAel EA@THHerath
and Rao, 2009b). H|& <Al A3e oA
R &4 2 A Bkl AYoM e uf$-

214

83 99102 k=3 9lck(Siponen and Vance,
2010). ,r‘;q]g] ol o] X—h—’_ /\}/\5]. o3k = oF
dA e Z TAE o1E Aol 7] Wi o]
2 ulddo] A Aojet & 9= H|meA Heole]u

o tig 14 FEs Aushy] A =go] Jas)
THGuo et al., 2011). ©hA] Eal, 254420
o] H= 2= tiek A AP EAF A &5A
ol RUElE, aelu BoRIAS 5 i T o
& FEH =75 A8 A G oA o] Ag o]
ofgt gtt}(Straub and Welke, 1998: Lee and
Larsen, 2009; Hsu, 2009).

AR 719 AAE S shuE Hel Held of
g FAE o] FolA A e Wi T <]
o] 24 HMIHE drht @A st =Ad o
#e 4, FAARJA Bl
&2 vH|3lt}(Boss et al., 2009). 71
o HoreaA woloju) Bel AA T )7
wio] ddAoln Al AR Kb A

AF-ZoltH(Li et al., 2010) 75
24 U HtA ]Oﬂ SJAE o sh= &

T HOIEA L B
}(Spears and Barki, 2010). dxﬁ EOPOﬂ fﬂ“?}
THE X}“m 7‘L°49]r WL fresta x] gk o]

WE

o,
4
Hy

b

>4 Y
?g ©
[o L

rgf
o

ZEA 20 iAol g
et al., 2005; Baker and Wallace, 2007; Rhee
et al., 2009: Siponen and Vance, 2010: Liang
and Xue, 2010; Nelms, 2011).
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= 3 = ol AREH, 25 FA % Tl
Abgre] &A1t (Anderson and Agarwal, 2010;
Johnston and Warkention, 2010). < B2
WA HekAbae] 9l AAlEo] FHU(HF A
hel gFel AFHol veht gvk(Bulgurcu
et al., 2010 Zhang et al., 2009: Stanton et
al., 2005). 53], T949 159 FAg A=
FH H3294 Atzd XA FHo veva sl
(Siponen and Vance, 2010). &, ZZo] ZA
& e A A4 g5 2 QA FFHoR
Qe ®ere] I} g fRto g olojzx Sl
= Aot (Guo et al., 2011: Herath and Rao,
2009a). ¥Rk ofy} A3 XA AFe V=4
Ql ol BAatA oEdte tial AAl AR 74
at7] wEel AC 2 gotr i ¢lvk(Nelms, 2011).

Hob A= TR 4 9, & =4, o
oA 5 P PFor A &4 Yol
7199 E-olyv Hdl, el T Antel] F3FE 7
THGuo et al., 2011). SFAIRF Bkg A3 st=
tigo] ofmgt o] f= <o) HQl 53 #
& doglertel Ugt ol HAlE vl
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2009). B

o)
hy l
& ole dde] Hetgue U@ 7ol #iy =

< B Ao outEnt = AFEu el dis)
gy 4ot} (Herath and Rao, 2009b). &, Hl1
oA Hekeuks WA|sly] ffal Hel BAE At
= olfrolth. B3 A Heke|ule] goje ol
oto]d Auepr| Bt THUY 2] FEA AT
g TAAES AT 4 UHGuo et al., 2011).
wtekr HF AREARY A P e arTE EAy
w= v oA Heke|ute] thgh o4 A el A% & ut

g % 9 =} gasd,

AEE Y AFEdE Ve - EYA B
oF A & FZ=(Lee and Larsen, 2009), 3 HA|
28 WekE glek Fabe] 53 3 4 2% (Gupta
and Hammond, 2005), ZEELAE /W 2 Al
3} A+ (Baker and Wallace, 2007; Ransbotham
and Mitra, 2009; Hsu, 2009), FEE g A <]
o9& 2 <= (Bulgurcu et al., 2010: Boss et
al., 2009), ZEE} 9 9 7 (Hsu et al.,
2012; Spears and Barki, 2010) 5 vk A+
7F AEE I 7199 AV Al A HEEQY ek
FHES g rtel=eidl dE2 gt AT W
e AFAFd e Botn HFE AHEA PN
of FEHES 7 3 HEE o] REat). =,
AH 8k #HeA SHAA Y] 27 Htd] tig =
g3k A3 FAR Qe 24 W A A3
ek QP A o] A EA] Feka e AAoltt

HZE AHEAe] Bokdt #

S CEEREELE

=3 .

=
2
il

o] ZRE Ate] Hal A& gkt
deterrence theory)olA =
o] Hotol tet g md& Aty 9e
: 229 ZAA
Pzl AFE FEE =Y F A
tH(Straub, 1990). °l& & ¢
2144 (deterrent certainty)¥
severity) = A8t ob&d
M dAlole e ids A8st
AFH L8 d Ak 8 Agsn At
(Lee et al., 2004; D'Arcy et al., 2009). °|&
AT = W3] s A Z - < AJxo ©
Alskal, AFS|EA e Al FEato] M7t AH
T te dalE d#HA Fsta tHD Arey
et al., 2009).

Fok, g AFelM e F2lA BHNA AR
HeE P 5S ATt tH(Banerjee et al., 1998).
HZA A1 7 HF AHEAe] w214 5 |

S AAZ} (Harrington, 1996). &2+ XHet
H oobred FAAR Ao HA 5 A

38l el Feld 24 o
d Z=&°] € 4 %tk (Leonard and Cronan,
; Myyry et al., 2009; Dhillon and
Backhouse, 2000). stA|7t BE T-& AFA}d
ofgf olet ARl FHA AT F T &
= AL A3UAE Haskeprlddle B Aol
Athe Fe A7E 2, oo g =
2 gele] A3E Hbg Ao gk AR} F5
3 3 th(Siponen and Vance, 2010;
Bulgurcu et al., 2010). EPg A £ Edlof A
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Assta UtH(Ng et al., 2009; Herath and
Rao, 2009a; Ifinedo, 2012).

AR o] Ao RE THUES X4 Ht
o] 845 IMTd e Be Ad At EX
g 4 gtk 9ol A71EJAH(Workman et al.,

2008). =, et A5 FL o o2 et
g % a Aoy AAe ged A

A3 HF AMAE ARIEY] 5437 Mo diE]
A 4 AdtH(Ransbotham and Mitra, 2009:
Boss et al., 2009). o|n] Alxe] ¥4 & 1F U
ol Fofshs AA 29 daire 189 Y&
Aolsta HE PFo A5ES Arlde FEst

2] &tH(Herath and Rao, 2009b). mwebr] &
Al e219] Hehe 71 7] M THL 9
kol g A Hot 2x9 8 AES
AA7] $3k Aol D23 Guo et al., 2011).
5], HF AMEAPE ARSI g9 dia o
—/,‘— %Hl*‘: l‘i__‘flvg— /\‘hﬂo}-}‘_ AL EE} _‘§_3L]-}<4o]“7
oitdllo] & 4= 9lth(Anderson and Agarwal,
2010: Johnston and Warkention, 2010; Liang
and Xue, 2010).

Guo et al.(2011)& HZF AREAHS] 2437
Ae] BlzolA Hekg|ghe] H3HAQl dF Rde Al
0}3}“‘3} 5, HuoA Hkguks #Hejsta Fu
1134?_] 23 feEA e Z1disE s WE 4t
LEY HEE Bl e Zart 3l
o

b F4sgch £9, ZAE Junce A%
=

offN e Jlm
rlo e

A} dAACE #T F A= 719 A9 d
AH AAE T3l AdEY Het A4 FEHE 1
HAAZ|2, Bl AFrFE B = Bt A
0] Eﬂd d 53} zpdto] 7hssitia B skl
Spionen and Vance(2010)2 AEE HA 9
ke WHA Al FoE Bl AR 222

AASIT H4a2d M1z 20134 2¥
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3 45T
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2% Ade a%E P9le] Felstd os) 2y
7Fedel ok FEtol &
ol vg-E FAT AHAE 4
o2H Aol WH s %iw 7, WA E

(neutralization theory)
o] o= g oﬂﬂﬁl

o
Ak =8 2 A Fo AAES TG
Sk FAQEL Aol JIgel BE g
AZd el Al e A 5 9, olelg B
2 wap) Q8 B4 AES FIAIE B
Moz 338 Agata dat. e FYA
A 2E 24 g A PE 499 Fa4

348 FeAo] itk Fs8¥ T Herath and
Rao(2009b) & HEHPG ] T34 HPg ¢
8 Hekeuk £ FEE sttt Bkl 3
sl= ek B AR ABES Bt Fge] e
ot7] fsiA e Bekeiut Aol & £AE d oK

O EEFE FTHUAA HAE Folst
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Aehiet] A¥ 43A017 FAT WA 43 A6
Aol LRSIk o] ol Ul A2 BRI =
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A9 AL AP A F2 WA 4 o
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e LR
|Organizational
Commitment]

Hetgtyy
[Experience of
Security Violation)

gLoid
|Relative Advantage
for Job Performancel

Qelnt AR ehEo] =M= atof

A AR 2
[Regulatory Pressure]

-~

Lt}
Hereig ey
{Awareness of

Nenmaliclous

Security Violation

o H
Herglet §a
[Control of
Nonmallcious
Security Violgtion)

2oty
|[Expected Benefils of
Information Securily]

EIRY ’)D
(Workgroup Norm| e
F
HH7E #
i{Percaived Sanctions)
Hores
(Percelved Threat|
(QE 1) ¢FE o Ty
Ao 24 gt A e Pee 279 &4 A& Hetguke] Aoz HE dA) HeHE st
< st AAAA S o] shesitta st I AA, YA ofd BFow WS o 4 gl
At (Herath and Rao, 2009b). o]+ & %39 < Pzl sl Al e FLog ool 7hEst
F7h & THY L Yoyt Al Aoz At e H(Potosky, 2002). o] Z o|Hde Yoz
EAZ AR Sy 22 Aeta gl Al B AAe Fzxsgie} Held BEAE AT, &
AHE =g 4 JdtH(Newman and Sabherwal, Aol grek Al A frashA RolEQittd
1996: Lee et al., 2004). a0l met gt AAd® JgE vE 4 Aok
gelAol T ALg-o] e} d=S AHsly] 9 (Marakas et al., 1998). &, T99< vl194,
o 7MY £ WEE HET AMEAY gL P T A4 g B2 gt g Fo s AbdAE 7R
A AT ARBAS g oFdled = AEH oy A7 28 A 28] Yo
& FoH(Li et al., 2010). ZAde] gt ZHA AHo] 2 4= ltH(Compeau and Higgins, 1995).
AL 7lEoly ARl =EH o] A& @44 B R o 2 Hlmejd Hekguke] Q14 9g A}
oy} A41& oJm gt} (Rhee et al., 2009). WA B9 FAMFR dFolHE AT 24
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(=R
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& oo Ta 4 - g

o] o] Foj Aokt JEAQ A8} =Yo] 7hssttt

(Besnard and Arief, 2004
< 359 59 ANEHE o™
9} deo] JerlE F8sH HrkE
(Hsu et al., 2012). &, A= 24 dig &
FHE 24 i EAEc] 289 dF9 Bxe
U A 7] Wl AR AA= 1 rk(Post
and Kagan, 2007). whzbr] Etefule] tig 53
255 s fsiM e A2 ¢
AE dFelde] A ghd gigh 50| Fagh
=27h 2§ Slvkh webA o] 22 =05 v R
2 A9 BaolA Hekewke] AptA F718] A
Ao} Hlmold Hekeul Q127te] IS AFA

= A4s] sl et 22 7K S Al

o)
oy .
_O‘L
rg

N O ]
Y= 748t

M1 2AYRe wnod wekeh Q14
B (+)9 FFg 14 Folgt

M 2: HeNAE e v neld Bekejuk <14
ol 4(+)e] JeE 1A Aelt},

M 3 ol wlneld mebelut ol
B(+)9 FFE 02 Rolnt,

3.2.2 HlANEH 7]

A E71s vege] 24 W w3 3 26l71¢

220

2 v Fr)9 weke] s EAE o
22 L o] FH9l LA 29 NS F3E & T
(Herath and Rao, 2009a). oJo] ¥ AT+ H|#}
W Frlgcle A AUAE, H9dE
Al 7HA1Y] A5 Attt

Z FE3H(Knapp and Marshall, 2006). 53],
ZAYde 159 YA 7k AT oaEdg e
n o s, T8 9 JAES Gk

AAZITHGuo et al.,

23

gk
5o At A Aoz Y AQlH ez Ayt A
B4 & 7HE3sh] 4 a5 259 #A
AaAgd o8 24& BFeta ol gt} o

= [¢)
OOHS]%'\;‘
3

[¢]
aL
=
o
h

ot ¢o e

o} @ diel] A AHEFE
= 24 A 2ESAL
t al., 1999).
B He AR NH s
b7l ek 24 W AAe Ao eyl
ATH(Straub et al., 2004). tiF&
AR Ao Al 9&F A %
o] vty BA Ao E71Eg ol
71995 Guo et al., 2011). A
o] 242 B3l HF AR
FEA] 7] Hol 3o RE
12 o F4¢ch(Straub and
Collins, 1990). ol& 7+ FejAolx, 7314
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=
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T

fr Ao rx

N

o XN

7 5842 Sdigtetr] 9fsh
(Straub, 1990; Bulgurcu et al.,
and Vance, 2010). &
& 254 9N oA
=aop7] W&o Aol rheiivkd
A @S 7 ¢ ATk
2009).

=o 82 B AFA Ajtete HAPLA 78
Qo] mpA|t WeE Hokeglolth, Het #ejd of
g T el F bt e YREFH 2
atal, A3 29 AAE Aol Jhsstr] W
of 2] Ag FHH A|2El F3o] A A
AETH b FE2 ok A= BgE Aolge
Aolth(Anderson and Agarwal, 2010). 3}x|gt
B e 244 A F FHEEY
A, A, B39, aga 3 nlegd og A
o2 FEE v oo Tl Alzket 9ES <4
5} Hatal lth(Johnston and Warkention, 2010).
o 22 75 A wvheA o] EAlstaL, o]
Hotde] g Asfehe Q1o Hrbe
ietal, 2010). WA FHLL 24 =2
e AAA Ao ETH A4S A 55
1248 P ool gt dvkeid e 249
A e & e 43‘«] A3lo]7] wiolt}
(Liang and Xue, 2009). =, Y9 gt 744
TRz wAol He 2 5\-’“/] A7) tigk 4o
Fosttta & & SIth(Guo et al., 2011). webA]
oj9} 2L =& ugoR & A3 vl B
QH9IREe] HIAPEA F7] Q01 Al WFe 3o A B

2010: Siponen

o AAA Qo5

37t} o] 5o F
A9 FE F
D'Arcy et al.,

(e}

)

ik

>0

L
T
A

do & S
[
LA

rlo

-
-~

ZUSHoIT Ha2A M1% 20134 28

M 4 2ATEE BRI BAST A4
A (+)9 G w12 Heltt.

M b ARAEE B2 AL 1A
A (+)9 9% v Rl

M6 HEe MmN A4
A (+)9l 9% 712 Aoltt

NPse woty Bdd AsA o Zrkshe
b8 Agle] eAgE #58 Beid 9
o g Ao

ool A AkE]A 7hx %

z49 3y 4 :rLJ-'é LOE}E% N
(Teo et al., 2003; DiMaggio and Powell,
1983; Khalifa and Davison, 2006). &, &4
g 74 otellA A7 BAle 249 ST
A AAS =& 5 UHGosain, 2004). Appari
and Johnson(2009)& A& Az dig
ofFo]l A= A W AEE Al 24
W - 95 oA T E = Hel9P o2 37
& F e T8¢ aQlojgta Axart. Eg

Hsu et al.(2012)& AR BotAE] o] Agdg 93t

Lo oo

T 2R, BU99 T2A, AFH Wl
Q% oL 9908 ARA S Adsgn
54, 252 FARSAY 9% G 25| 35
s g Al el e Al e 1 20
du 9t te 249 9 IREd gEon 3
3z, ol 24 Beh Belo WEE Askn 4
FAow BeIE BHY & Uoa FAgn
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ZIAk - Zizo}

nnnnn

o|AH 7]EY dAFEddAE Aol &3 A
5, e 249 A, w544, BA4 89l &
o FaEe F4A - HFAA ol FHY
FEE ] Ao A dFE HAE AL
2 Yehyth. ofeldh 42 959 oy A5 F
< Bl gy, A AR 229 ¥
3 Wste AT BA, ALSA Ak T W3t
o3 FAEE A7 A% B AAE o
(Scott, 1987: Liang et al., 2007; Hu et al.,
2007). wgbA] o]} e =9 & HiEo g 2 Af
of B394 HkINE Q14 , BAl, A3} Ato] o] #
AN FAAAL o] ofE JTE st=A|d i)
Asdo=2 AAstuA v 2 7Hde A4t

SAth.

(e

M Tar FARA HEL HlmelA Hekeluk 9l
A7} BA Atele] FAE o ZsAA
= Aot

7Hd To: FAAA e vy Beksjut 9l
A3 43} Aole] BAE o BSAA
= Aot

7V 7o FABA 4EL B 1
Ak A3 Apole] #A

= Aot

O
o a7

LT

3.2.4 ¥ oA Hekewk FA

FE AHAE aE0] of%A Tl dlok sheA
o g AAH PF A3l AA A T A
th(Spears and Barki, 2010). ¥32o|& 234
Aol & g U w8S feiMe d AlHY A
g3t olaflo} Hr o Q14 FHE B3 d& A
=

g 4= 9l B71E A F3H(Siponen and Vance,

222

2010). ©&o] A9 FA U Aol thgk T4
o S5 ¥ AL A
9okt 71k FoE Ashe TR Ad
o Z7} itk ohA] ], v 3o A Bokefukg A
22 24, dieta, Ala Al o] & HAassAY W
Aa7] gk B AMA on| = FHY SutE
o7 ol A 52 F h(Karyda et al.,
2005). ABA oz THY /NHe FA| =g o3
Ao 2745 o] A F sith(Kankanhalli et
al., 2003). metr] FH49e] AAg A& vpge
2 24 Akl #eleFol AlnE & Uth(Gupta
and Hammond, 2005). #% olYg} Hong et
al.(2006)& SAA Hol os] Hote] aupA <l
WPt Jbssitta Fskd. ol 22 =ofE
HiEro 2 o] Hjm oA HgEh Q14 FAl,
A3 ko] BAE AFAH R HAAs] 98 v
2 7 & AR

rlo

M a: Hl3OlH BOER ANe BAldl 4
(+)9] 9% 13 Aol

M 8b: I3l noel Ade Azl 4
(+)9] %S 114 Re]

M 9 Tl B BAE ATl A4
(+)9] 9L 72 Zol.

=

=

4.1 oTTHY W SHH

HAASIAT H42d M1= 20134 22



% U BT ool oAl HS Dl XUH % IR So|200 FHAN YRtel FRET| M AEAT

2 g3} gato] Ak ANbAR o7 o] Fojz|A] ¢ gl 3 ATIdES AGY & T AIFEEF Ugu
e A0S Adau, Puug vk A4T ¥ 4 9 eSS BeR WEEHHA (content
AL Ea HoFld] nAE 2AES AFFor  validity) S At A2 B S =)
Astazl gck, mebA 2 Ao g dAl 4 7t W] gk 224 Aol ot #ed = (& Dol
Az guugl deld 24 Al 258 A elFu ot
AL st e Ul - 9 7IYs ddez od FE e A= Ueds| o ioa west

929 WS AX HMATL EolAl Ao sl 20114 = vj&9 7] 49 1,000t 719 o
249 A5l U AUe A7 WAZ A4a B opig 22vle 2ade] 55 9 /1Y, £9 @
Hoh. T F7|AES ] T5E 719S Utew 73
ATRgel 7 Mg 29 A ARYLE A2 RS ANRAT. 3 3.000%¢ HEA
< ()73 574 oAFE (7)73 Ao 47 7 olWld, A3} AHWUE Z WS B3 A4
A ZAE (T-point Likert scale)] 2oz =  wpHS Al galo] HjEH o] o] & & 3195 (35 &
Aottt 7 AEGEL dxH o7 J|EZATE & 10.6%)E 3Fatatt. opA sk 50| B4 11
3 et B AT EHd AdeiA 74 2 HE A9 30855 HF B4 AT §
HS Stk TS, Al A HA|2H io}ﬂ%% Hake] g A9 T g SErke 542 (&
A8 FUA Ul 719 FARE ddeE S 00X HoFa gt theo® AER, wEY

(E 1) oA7ti=of CHSE =AM Mo| I BT
A 234 9 A AL
ZA o 7 Z7 | Betel vigh A @ FeAdE Qe A Herath and Rao(2009b)
B ) B . Rhee et al.(2009)

Hokeuag Hekto 2 Qg #Al 9 H¥Y A - AP A= .

i 4 A5 AR A ERCRC Li et al.(2010)
Aol Hotggol Aoz AL & e AUHA AT oY F= Guo et al.(2011)
2274 23 Y T8 9 e Hodd g% 2 Qe A= Guo et al.(2011)
HHEAE 22 | Bekwt Al tFE e ZAE Ao digk 914 = | Siponen and Vance(2010)

_ 24 ) 2ok A4 9 2ol gwroz wysE Het ¢ .
"oty A © ?HEJ"JQ] e 4= ] Liang and Xue(2010)
o L A9 W AEVF(EER D A9 Betde] 4
A o FUAR e 98 9 A A= Hou et al 01
Hl Lo} HlpoA Hetoule] Ry ojgk o AL o AlE e A% DA 1.(2009)
E%}%’%HPOM AL U RE A Y R A= Mo A2 rcy et al.
H] 1194 Hlzod Bel9ul o A4 2 £ A% Zhang et al.(2009)
Hokout 24 TmeThe o T AAl = :
ZZo] Hl19)d HeW BAE B3l dS & U= AFH(F .

Ol T -

HokA 3} Q2 MATA (D BeA) 3] A Kotulic and Clark(2004)

7494

o OB"O

2]

g

[

T ®427 M12 20134 2¥
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E 2) S9xie| 54
Ly M= SR (%)
pE Ea 243 78.9%
o 94 65 21.1%
20-29A 29 9.4%
o2 30-394] 95 30.8%
40-49A) 101 32.8%
5041 1% 83 26.9%
iz 31 10.1%
Az92 ae 142 46.1%
ol (A)) 58 18.8%
el = 77 25.0%
oAk o] 97 31.5%
a4 29 /A 109 35.4%
/] 89 28.9%
A 13 4.2%
il 308 100%

ol g 2454
S 7]
/583 (41.2%),

T/ 8/ A0 2(20.1
2] ek

o (%

3yl A3k,

[ R=N
AT

SR =T AT v A A FHE

224

dlolE|e] £/4d0] SRS ST o= F= U
A AAs] 8l AMOS 19.02 A3}
AT QS AN 2712 HRY A=
A& AFRYAAM AAstE 10719 FANFE
7] e & 43709 FEoz AAET 4
AR g 715 712 ARl el A
o2 71 Bol AMgste SEATASFFRD,
4 (GFD, 749 7125345 (AGFD),
A4 (CFI), 2th4 7ho] 240 (X¥/df),
A4(RMSEA) & A8t 27153 2
2 7343 A3 CFI¢t RMSEA A7}
ATl A s AR otz Vel AFm
TA7E e Aoz eyt
AMOS 19.09] &8 F $3A4 (modification
indices) & A¥E Ax AR WA P&

(0c3)2 AWEAEY] 26A = (ps2)o] A

E iy

BB b2

ot o o

1

of

z%
H
u

Nl o

5
=

ot

3z

7
PN
T
PN
T ar

=
%

2

o ey

o
i

N
2

Py

=2

o) =
g=s
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b olA0) S nlx|s LA U bRy S7|2015 FHBR g2io] THE

)

8 MZHT

5 ez SHHE(%)
Az 38 12.3%
Ef/ 5%/ AH 2 62 20.1%
Ak} ok =8/5% 127 41.2%
Az} A7) /A HEA 79 25.6%
71e} 2 0.6%
109] wjgt 31 10.1%
109 - 509 m)gt 12 3.9%
gz 5091 - 1009 mgt 35 11.4%
1009 - 5009} mgt 71 23.1%
5009 - 1,0009} m|%t 104 33.8%
1,0009] o]’ 55 17.9%
e AA gl 67 21.8%
A7 1A 186 60.4%
Hotojul A 25 A 59 19.2%
(B8 A7 & 34 11.0%
W 7)a 29 9.4%
7€ 18 5.8%
Hlo]fx WAl 2 gl m e a) %) 248 80.5%
HeHQ) ©A] Al 177 57.5%
Holg} &4 WA 2 Wl Ajxw] 182 59.1%
Hotghe dzst 2 OAg Ay AlxE 85 27.6%
(B558H) EGAA ¢ DB LgEe SW A 79 25.6%
Hek Fopd A&A A 34 11.0%
2ot wg 2 FY 29 9.4%
Hergute] Tk A 733t 24 7.8%
A 308 100%

Adste gm0z Yelyth ols & ol £ (cross—correlation)7} &A1 th= A& on|3i},
Sl digh ZAE SeE Yugitt o] £ wEbA 7|EAFA Akt WA S R20c3T ps2
B tig FHAG e 25499 177322 B 2 AAT T AZJE AFS oA AN st AA
FAQ SR g2l 10 o)z Yehgon o A A (F 4)oA Uehzo] A%e A A
T A7EHAA A Sstat she AAWs " BE AG7F A3A] o] de® vehy #19 ol
oo & HMFd® E AAEe axt AHEA o|H7} S Yo A3 Ao m AT}

Ao H42H HM1Z 20134 2¥ 2925



zd IFI GFI AGFI CFI X/df RMSEA
27154 RY 0.928 0.957 0.916 0.849 1.970 0.088
FHE SHRY 0.957 0.968 0.948 0.921 1.824 0.041
ke o >0.9 >0.9 >0.8 >0.9 <3.0 <0.05
4.3 582 Mzl A EfEM AY 4 A8 1% A7 Cronbach’'s Alpha A4
e 0.7999014 0.964% veht A4 (0.7 ©]4)
A¥e A F 722 A8 A HF FF oo R AL grE Zlor AdHn ey
g dojE(n=308)2 A&7 A5A4% g8 7 PSR, a8 AVE @2 243 JFET
A ARE AAEET ARdS Ud i A% 4 AF A 9A] BE FEAA TEH] oldeR
of gt o AFAFAN dvdoz 7P ¥ UeY S H U AFEDTE TAE sle A
o] b3} Cronbach's Alpha Al (7154 0.7 22 Jehgt} vxjete g AVE A5 33} Pearson
o]’} & A&t tH(Nunnally, 1967). 18-S o A#ASFE 283 ddgIA d% 23 B
A5 E34 (convergent validity) 2} e}/ FAREE] AVE ] Ageol 3 39 4
(discriminant validity) A3 22 Y& 4 JEd T BT o] Yeht wHEA QA A7 §L
JZEEEE AMOS 19.0 AHEE SRIA SR = o= Yepygrt o9 22 SHRF Uit A
A (Confirmatory Factor Analysis: CFA) 2% 5 3 A%+ ZE 42539 W4 4347 e S
Q9% (factor loading), TAAIF = (composite  FAACZ FHatw Stk (& 5)8 (X 6)& =%
reliability) %@ #H#2t5+%(Average Variance — E3of tiat 243 gl A4 235 HoFn
Extracted: AVE) #= AH&atith dwbdoz o itk
AAATFEE £ 0.4 ool fFolgt Aoz Aete]n
(Barclay et al., 1995), @8A8E AF¢e 0.7 4.4 X2 24
o]/\l aga z+ XL;H@:F_J AVE %] 0.5 o]/z}o]
oo} FJFErgel EAgT & 4 th(Fornell %75 o det 5§34 A% F 7€ olE
and Lacker, 1981). AFEFGANA A MFE 1Y JdHAAE

A et 2 e HA-E Fornell and
Larcker(1981)7} A|AJg+ HHEAES(Average
Variance Extracted: AVE)Z} Pearson 7g#%
ARA S ARSIt SHEY EA] o Fo
et A5 24 ZAse] AVES] AlF(square
root) #kol aF FAMGF} thE AAAFTte] 4

AF #E 2osto]of "},

226

747&? at7] el #2444 (Structural Equation

Modeling: SEM) H=WdE S AMgsith 21
FENS Bl FREY] Ot APz} ATR

o WS ] d& IAE 7 T ® ohy YA
W] gt AAAF(R) el E & 5 it
AR, F2REY A9 74 die P29
A3 HA A AR A FES ARSI o, A

ASHITL m42# ®M1ZE 20134 28
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(E 5) SEuisel Mzl o By B4 2ot

W = 893k C.R Cronbach's Alpha | @A = AVE
2ol ocl 0.778 -
247 oc2 0.803 16.842 0.865 0.841 0.638
(00) ocd 0.814 | 19.200
. esvl 0.820 -
HebeRbad esv2 0.768 14.783
s oo o | 13958 0.799 0.879 0.646
esv4d 0.790 17.410
o rjl 0.816 -
FolA rj2 0.820 16.524
(R)) 13 0.882 | 15.450 0.816 0.893 0.671
1j4 0.769 15.867
o wnl 0.748 -
AT wn2 0.892 18.100
(WN) wn3 0.837 | 16.367 0.889 0.892 0.674
wn4 0.800 18.692
ﬂ“—‘i-%_‘.:. psl 0858 -
ps3 0.763 14.127 0.820 0.862 0.676
(PS) psd 0.842 | 15.230
o ptl 0.741 -
Hek ¥ pt2 0.766 15.227
(PT) ot3 0.720 13.969 0.824 0.846 0.580
ptd 0.816 16.220
A g pril 0.914 -
TAEA AE pri2 0.840 19.570
o - oses | 16 am 0.914 0.929 0.765
prid 0.879 16.774
anmsv1 0.863 -
Hlaed B anmev2 | 0.857 | 16.743
Q14 anmsv3 0.790 15.800 0.863 0.911 0.673
(ANMSV) anmsv4 0.869 15.721
anmsvbh 0.710 13.842
cnmsv1 0.850 -
Hlmeld B | onmev2 | 0,934 | 16.947
EA cnmsv3 0.891 18.673 0.942 0.927 0.719
(CNMSV) cnmsv4 0.826 18.540
cnmsvbh 0.723 15.887
ebsl 0.800 -
Hoky 3} ebs2 0.894 17.413
ebs3 0.838 19.635 0.964 0.935 0.742
(EBS) ebsd | 0.925 | 15.410
ebsh 0.845 17.543
F) RN TR 14
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ZIAbs - ZIZo}

nnnnn

W 1 2 3 4 5 6 7 8 9 10
1. 249 798
2. BN 315 | .804
3. fFold 210 | .322 | .823
4. 2374 300 | 483 | .241 | .821
5. A= 254 | .370 | .300 | .329 | .822
6. Bk 216 | .258 | .210 | .380 | .517 | .762
7. TAAA 4 224 | 307 | 275 | .328 | .393 | .215 | .875
8. vz Herelut <12 197 | 200 | 348 | 455 | .360 | .268 | .317 | .820
9. Hl1oA HkE FA| 205 | 314 | 269 | .203 | .322 | .369 | .435 | .255 | .848
10. ¥ 256 | 253 | 498 | 276 | 242 | 227 | .348 | .296 | .358 | .862

%) Aapl BAE 2 AVES A e

= [FI = 0.981, GFI = 0.954, AGFI =
0.920, CFI = 0.968, Ath3 7ol 27 o} (X?/df)
=1.629, RMSEA=0.029% Yy dA374de
Agole EFe7t gls Aoz AdE A

TR FRA B BE A e A
He AEAF (Pl ol F HFI QAAA
o] A= Yepdth(Wixom and Watson, 2001).
A4 A7s AsRW, A, AR 5718219 A
W 229 % (5=0.325, t= 4572)9} Hokgput
73@(5 0.496, t=8.827)& % 0.01°0A,
oA (8=0.257, t= 3895)L el
o= et =2 o I B v = I o
olgigt Az FHUe Beld )
o 718EA, dnd Aeg AT HeliAe 24

CHEERl ?afs&

nllo
rir

-

e

A

A

O mlo
o,
A
e
ph
i
lo,
=)
ol
N
i
3.;
=
_>,i
e
2
kﬂ

HHH S Al =29 (6=0. 364 t=
925)3% AWAE(6=0.470, t=6.970)=

T 0.059 0.01l14 AA =, whehA] 7}*3 4
ot 7Hd e AEEAAR, 7M. 62 71AE A

228

ol & Hgk] 7PE AE4l Qe deiie
Hl 392 Betelute] ek @B Aol o ol
X] ol }ﬂ-l}"i H]ﬁglzq EO]—HH]—O z;ﬂ q] 4 Q)
Aeed A w83} Jsage 23z Qe F
AL F Advke AL onlgnh. A, A3 4
o] zA gl ta 7K Ta(B=0.413, t=5.623).
7Hd Th(5=0.398, t=6.840), 7Fd Tc(5=0.459,
t=9.128)& BF Fo+F 0.0194 A==l
ole & A 9ol o3t AlEA
ZRE ] AEke] oaf A HekeRt #ele o
sk g ddve Ae Auidth UiA, Blaey B
O}HH]‘ O])\T U_T Exﬂ /HJ,]_ uq ._ ]—,] J,]_erﬁ]_‘
Ao EE, 43 FA(6=0.527, t=8.942), 1
3 A4 J2(B=0.375, t=4.830)= &7
ofF 0.012 0.05914 AAHAH, FA 2k A
(£=0.492, t=6.319)= F9FF 0.0194 A

Atk wer] 714 8a, 7 8b, 7H 9= Y
5] © Z H39A HekSNk Q14o] 41g
w FFo] Fo] o]Fofd F g, ol g A9

8 239 WA Yot el 4 9

&
i

AR gHo

& o wm

HAASIAT H42d M1= 20134 22



A L |TofN Eoiglst ollo] HBS olxjs KN % uiRwN 572013 FHAR ofeie) FUE| U ASAT
Oe s onigith. wixte g gyl g3 A WAy 57 67 Mg 5 EeE S Al
AES AW EH, A F7]e91e] Hekgwdd ok ywA] 57 Wee 229 BHekefnk Q14]o] 7}
(8=0.665)°] HlxeA Hokeuk o4d] 7 2 A e B 70.5%5 AWsty ittt & %
I Fe 0w Yeyton, 3oz AUZdE A9 Hkgwk @ KRz e 5 F 70.5%
(6=0.470) €& YENT. oje Z o|d HE = AEA vApdE 5719 B W] WEeR
Heb g Vel Ao A] AAE EwEE 2 4 dthe As «]U ohe}, ok, HQReIRE Q1A
AERES FaA o] Hl1old HgR T A8 Hbewk BAE FHsk= Ak 58.2%, HH
R A = v SAle Bkl 59. 8%94 A st
T2 249 Al WA Azk=s U (endogenous de Aoz Yetgth M digh aokn
variable)dl Wg 2GAs = & 23} golth. 2 2 B Ade (& 7>JqL (a8 2)ellA Ho
AT e A7Rge 2 HE 304 JAd = Fo}
AWM T (AHHS, SHHAS)E o8 AdEe
H &5 ougttt, ATFEYo|A Akt 22 Ak
(B 7) 714y Zoe
i Az AEAT T ENECEE
741 A 95 — HgHIQlA 0.325"* 4.572 e
712 HAW7Ad — Hkeukel A 0.496** 8.827 e
7143 GFoly — HgHlA 0.257* 3.895 e
714 AT — Helg Nl 0.364* 4.925 e
7145 HEAE — Hokg kol 4] 0.470** 6.970 e
7446 HOAH — Hkeuel 0.058 0.121 712
WSl > Wk EA
7Vd7a 1 0.413** 5.623 A
FARA 9
HR9HQI A — HMJ ¥}
7HdTb 1 0.398"* 6.840 e
FAAA o
HoFSMhEA — HokyT)
7W7c 1 0.459** 9.128 e
FARA o
71d8a B4 — Bk uEA| 0.527** 8.942 e
714 8b B4 — BT} 0.375* 4.830 e
7149 HWEA] — BT} 0.492** 6.319 e
) *:p<0.05, *:p(0.01
AT Ma2d ®1E 20134 2% 229



0
rek

Auy Fa
(Voluntary Motivaiion|
R —
=xaf
(Crganizational
Commitment]
T H AR U
|Regulotary Pressura}
EelseEy i
|Experience of RS
Security Violation] 2,
%
5. 5
EERE w ; R
[Relctive Advantage "}a_
for Job Performance| 4 " / HEb \
=, A=0.375¢
5 PEEES / FEEE]
T morgg ey N Eoiely A\ o Eobynt
A E S218921 (Awareness of _6 53744 [Contral of —lO 492 (Expected Benefits of
(involuntary Motivation| Monmalicious &= Nonmalicious s Information Securily)
Saecurity Violofion| Security Violation]
S
*""B,ﬁ:& = 0.582 = 0.598
Ex3Y i)
(Warkgroup Norm] ol (_f
.25.\5? /
/
o
Hens v ?5’
IPercelved Sanctions) e
!
/1
! Atpdf 1.629
ot g|H IFI: 0.981
[Percelved Threat GFl: 0.954
AGFI: 0.920
CFl: 0.968
RMSEA: 0.029
F) +:1p (005 = :p{00
(a7l 2) 7xey SAE
V.2 E NN vhastac. meb 25 WRe A (2
AR, BOSNAY, Qo) L vl AL (27
P, AMAE, BeHR) §71891S AYST B
5.1 721} Q9F 5 AAY et A ZEAARY, SA, A viA=
[e] =) > = 3
YFe AT B3, A=A HaA e F
2 Q7 vadd nogue] B AQgAd 83 4TS AP A4 FAAA g 288
AP sl 2Ho] AZAQ Z3E ATl A HE AyEsin ofd W £ A7) A3E 8%
SAEH} A AFES AT 249 FE o vadt 2
B guge] AAPHS FRRRAT ol old A, A E7189e) A WE BE 249 H
A7) MR 0L Ba) Be 245 Hnold  w)d uckeu o] FHAN FFL lAE A
Bl U B A0 2AN] A% FA o2 vk ot 2 Fddel A4 B
230 ZHSAT m427 M= 20134 28
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An Empirical Study on Factors Influencing the
Awareness of Nonmalicious Security Violation and the
Moderating Effects of Regulatory Pressure

Sanghyun Kim* - Geuna Kim**

Abstract

Today, many enterprises perceive the risk of information security as a big obstacle in the
process of advancement into knowledge information society. In other words, modern companies
enjoy various benefits from information, but at the same time they are exposed to various
dysfunctions and risks (e.g., cyber terror, the leakage of personal information and important
assets, etc.) by external sources. Failures in security of companies’ resources may bring social
and financial damages, which may lead to the extinction of the company. In particular, incidents
related with information security more frequently results from internal factors, and consequently
internal risks are perceived as fatal to organizations. Most of security related incidents are
caused by insufficient vigilance on employees, such as lack of loyalty of employees, moral hazard
and non-intentional misuse and mistakes, and the absence of the development of detailed
indexes.

Thus, issues related to end-users behaviors regarding of security have attracted much interest
for researchers to explain the successful management of security. No matter what security
system is in place, there are potential and incidental possibilities that end users can make a
mistake. Moreover, even if end-users have no intention to violate security policies at organization,
their mistakes are evaluated as crucial factors in the dimension of loss of information and
information related security incidents. Even small and trivial mistakes in security related

matters would result in a big and fatal consequency for a organization.
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However, even with this reality, researches related to information security management has
been inconsistent and scant. Prior studies only focus on conventional security, including physical
and technical security design and construction, investment effects and decision making for
information system security, development and standardization of information security indexes,
role and maturity of information security policies, and information security and risk management.
Therefore, there is a need to carry out a series of appropriate control means for nonmalicious
violation of information security within organizations.

In this regard, this study was conducted as a part of attempts for identifying the motivation
to manage nonmalicious security violation of organizations and for proposing a possible answer
for the following research question: "“What makes an organization increase awareness of
nonmalicious security violation, and what are the processes of information security management
(ISM)?" In addition, this study suggested the role of regulatory influence on the processes of
information security management. Particularly, this study focuses on the impacts of voluntary
motivation and involuntary motivation of an organization as main categories on awareness of
nonmalicious security violation that influences control of nonmalicious security violation and
excepted benefits of information security. Voluntary motivation includes organizational commitment,
experience of security violation, and relative advantage for job performance while involuntary
motivation includes workgroup norm, perceived sanctions, and perceived threat. Furthermore,
this study is meaningful in that it is differentiated from other studies through the empirical
verification of how the regulatory pressure makes effects on awareness of nonmalicious security

violation, control and performance. Thus, the following hypotheses were tested:

Hypothesis 1: Organizational Commitment will have a positive effect on Awareness of
Nonmalicious Security Violation

Hypothesis 2 Experience of Security Violation will have a positive effect on Awareness of
Nonmalicious Security Violation

Hypothesis 3 Relative Advantage for Job Performance will have a positive effect on
Awareness of Nonmalicious Security Violation

Hypothesis 4 Workgroup Norm will have a positive effect on Awareness of Nonmalicious
Security Violation

Hypothesis 5. Perceived Sanctions will have a positive eftect on Awareness of Nonmalicious

Security Violation
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Hypothesis 6 Perceived Threat will have a positive effect on Awareness of Nonmalicious
Security Violation

Hypothesis 7a’ Regulatory Pressure moderates the relationship between Awareness of
Nonmalicious Security Violation and Control of Nonmalicious Security
Violation

Hypothesis 7b. Regulatory Pressure moderates the relationship between Awareness of
Nonmalicious Security Violation and Expected Benefits of Information Security

Hypothesis 7c: Regulatory Pressure moderates the relationship between Control of Nonmalicious
Security Violation and Expected Benefits of Information Security

Hypothesis Sa: Awareness of Nonmalicious Security Violation will have a positive effect on
Control of Nonmalicious Security Violation

Hypothesis 8b: Awareness of Nonmalicious Security Violation will have a positive effect on
Expected Benefits of Information Security

Hypothesis 9 Control of Nonmalicious Security Violation will have a positive effect on

Expected Benefits of Information Security

To induce the research results, 319 responses were collected from employees of domestic
companies which were operating information system security activities. Structural Equation
Modeling(SEM) approach was used to verify both measurement and structural model. The
results showed that all constructs in voluntary and involuntary motivation with exception of
perceived threat, had a significant effect on awareness of nonmalicious security violation,
which then had a significant effect on control of nonmalicious security violation and excepted
benefits of information security. In addition, the moderating effect of regulatory pressure was
indicated to have significant influence upon the process of controlling the nonmalicious security
violation. The implications of the findings suggest the theoretical and practical implication for
minimizing a losses in the mistake-based aspect of security incident through monitoring and

diagnosis on security violation.

Key words: Nonmalicious Security Violation, Voluntary/Involuntary Motivation, Regulatory

Pressure, Information Security

AASIT H4a2d M1z 20134 2¥ 239



