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A&: Theoharidou et al.(2005), “The insider threat to information systems and the

effectiveness of ISO17799", p. 475.

(a3 2) 2Eel#E37| (Security action cycle)
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ojgistn FAsoF TS FAPT. wtA z2FL
AEEgA £ A 2A¥Y 2 549 wE
T899 8% 9A Adstx, 7499 ¥ 2
o] FHEIPA utdIcd FREIPAS
FHsted o 2 1348 A€ 7 U2 A4,

35t 4%71(2003) FEEE 3 2 ¥
dS B FHEAANS AngezA A&HA
AEES A4 P52 33T F Yde AL U3
o 9913(2010)2 AEEGYE £F A4S 4
&AL Bgez Hiuwgo] Fo4S AFAL
o, B 282 3 FREGYFO) £g HE
g HEAQ 2&3 BAY EE V|Enge ¥

964

3 /s Jrtek & ZzF.

agjln 7|9 2% A A4AHQ Piccoli T
(200)E PN n& Ao dig ¥LE ¢
T 24 Axy 47 #hE AR 5 2 Y
A =(Performance)$ 2% ZA¥d g A=
(Satisfaction) & o] = Z&ZH(Self-efficacy) S Al
E2E 842 Yo u& A diF HrlEAG.
azu o dFdMe A& i FEL o
FA @712 @

7190l AAlshe 24 GFF Fez A5y
I gled, B d7dME AR H3e BN
Z3 FAYENA Agste BE Ay, 2§ 2
FH 5 EE BolE ugoz 594 EF o
A% 719 Ago] ZYEA Erh} FB BT
o #AE "z 4FE nAEe AE Lolruz}
29 7ME =23,

H3: H9tuge 7| AE B3d ug =34
T899 Bxd ZFHc|ln FFAY I
&S v)3g

0|47 (2010)2 71de FEES B3} T4
dg9 FRE3Z gr'ghe FA9 FY=EdN
B4 A z2ln FEREFIwSo] 7|ge FEY
3 9 uold FHAo|n FAA Jge v
E AL AFEHE 53 F9s%

dtgog 23 FP4Y =F F71E AFdhe
TR BAS AT dAS] A% dEHQ
=2 5] w2 =9 2 332 4
EPdtH(Vroom, 1964). °l& 7IYdA AAlshk=
Bio] AR HIE T kYo AAsS 7+
o] FFEoly AT Mg B FAHYY
5 FNE AT F A ol 2 £ Y A

AU m40A Ma% 20114 8



AT A A R U S

otk 27 FAgo] o dajx 83440l A
A9 e Aoz WS =2 Aoy
A9 383} 7ojd dF Ed¥ o= z2Fd F
dstzie A7t gid HolmH(@F35, 2006).
53] 7199 AR B39 oA A &L v
T 2 TF A2 o] AdEnn 12 729
B4 W7 A8 F717F 78 € Aoz 4A «
FoME Bt RIZSH wHgd Aol metA
z2|o] Bid #dE o A7dA o WA 7
o] FEsA.

Hda: QA€ B39 #8482 719 32 B3
of g 24 F449 gxd FHFA|
I AR %S v,

AAlo] &L 2 7|3t A= gt} Blumstein
(1978) 3o dig PAE Asfistes F2ol =
AE 2F A2 AYsiglen] AEe FAH
Adel dA44 271A ¢ <A uabE A PFE
29 F e AL oj&Foz Adsigd.
AFdMe AAHQ HHAL HABAA PFFS
A e AL M. A ZaA
AHEEL o W (Policing)dl #Hedithe AE
7M8E vt AFHAQ WAF AEe M2 #
do] slde 2L #Ho.

F3 5(2010) FEES Alne] AL A
B B34S A7A ¢ o|F §utste Y9
Y 9lot BAsHA AdsE] Atz BeE|AA AU
ool g 2Ly FAE o|Eoix o F=
ke o] FRHEFE fAS=H oM 2EH]
1 AAAQ §Z2He] 2 Uz FAAG 1
£ Adgo| FHHAFSF FFAY %L F=
A 89S Esigen fEo] dUddey 23

HHstd maoA 4= 20114 8Y

7Y BEESE §E8 A8 =X FYHE Heo F2 9 29

W

R P I R L R R

T4 vjg g e 27 o] A
g ¢d4o] xm FFEA FAYe] WA= 7
AYRT Ao g A4e] g FA.

FH97H2008)& JA|o| &S B8l Ao &
A3 Ade dAAol Fvlstd =3 FAY9Y
Hxd 3HAY 9L vFde 282 =349
o} 53] 7499 gxoe Ade 44 B A
dol g4 o 2 4%2 v|Ade At Uk
on] ol UnkAoz Ay FAAH AHEe o
AL BF fod 9%2 F= Ao Yt A
8 dreke Aoz} g 4719 dFE WEG
AHIE B £40] o|folFtt. med & AT
Ae 39 23 FH9E dBeE ZAE 44
sttt =3 Ade #4443 JF44E FE
Boe 23 7440 d43tn de 94 =¥
A2 FYstd & AFlMe AHEe dANE
g$712 g}

Hdb: JAE A9 §84L 719 B B3%
of g 24 7449 ez AHHA<
T 33AA 9% 4.

AgMAe 7 =& 7oA EtE A
EH3he 848d diF AU A4S Hges
& Aol 2y A9 A Hel 2FL
227 7199 =8¢ H2E Aoz Z2HHA
% o2z AR FAE F7HEIH.

A8 &4 74 e od g4 20| d=
g uhe} Zo] AEHAY 48 9 & e 24
4o A=E 2¥G. A4 AP Hx 5 A9
AgolA il HF At AFo] AYE HES
2 e A= A% 3 ol g 2F
8oz A9 A3 A4¥ A%, AF 4% 3
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YEY - gYs - =49

i T Ce =

o A7]eA AP Azke oju gt A3 A of
e A8S AR} A4E SES LI
ol A% AT AZL APF 3| FYS
71202 dg¥ F e Y9 T8, A¥9? A
S kst WY 5 O 899 oy 4%
£ Ted. Botd did e AdU94Le oY
AN G5z gled, 53 A4 Ao}
(o] 87F, 2005) 92 BT AR FAY(£LE,
2005) o i Bk 8909 JFAT FolA &
H £ F g H29 Bk A4 dFd Ad A
AL G g A7l g2a Jdguly #AAF
e-business E<t] gt 7]&A< A3 FAE
SEaA Bk FAlC o AA x| 2HS 2F
€ @780 51 U FAIHAEY, 2006).

52 A7 237t e 98 94e AH
Aoz 7§99 o 9FE £u= 237} Je
woul 7199 AW HF &5 g ZuMz
ol JFS F=A A¥ & g8l glenz A
5% ofgjg} o] =25t}

H5: Bk #dd 948 4L 7 =23 3
499 HEd ARAHoln IFAHY 9%
2 o3,

A BEZE F8d U0 AZdE Lol

AT, LR

#8480 /19 Bz 93 v|AdE TAM B
P2 fgoket o8 /itez A&FHog ART)
o]Fo}a fth. 53] Festinger(1957) AARE
3lo] (Cognitive Dissonance Theory)e] w2
H Ag, B 2eln A4 2L A4 8y
PA7t dA kA %E o #2383 #A(Dissonant
relationship)7} HAsn oA Agx EH
(Psychological uncomfortable)$ °F7] Al7]d],
a2 BUS ZA2A77] 98 JIAF 299 HEE
Mzt ootk &, #AY ZFH (P9l
Ao Hxd 9T vlAde Aoz FEIle
789 AE AHE BEE 58 Al2d"d 9@ Ad
7 =} dslshe AL o|gdos 438 F 9l
o &3 o] REL oA FE 7)&0] 943 H
of FE B3 7l&d digd /e AdH A4
N2 FR 71& 780 T3 482 ddz &
F AH(Cohen 1990).

A BE7IE F89 N 2 4FHS
A% A dF A+E Goodhue®}t Thompson
(1995)0] tiEH o}, 28L& 7§e] PC At
YL A A¥S A, WA BE, 23
RS2 o] RH3AEH o] of 5§ w4 98
3 24 ¥F 482 AAHUoY v b 9
< AR og 43R Juo] HF g3 Aoz
Uebgtt, 97194 Qe BE J1E 4o 4

(E 2) 2ot SHoll cfet 2Ix|To| Aghol| st A7

71E &4 A 4 5o} Bol #d w4 YA

olL o]y ol © ?.IE']‘il Hg% )\]'%

187t AE Yl 97 Hob o7 S04 2 484

- = AAE AHE £o]4,
AEH 5 Aeiyl &P Q=€ Bet 984 U ALYT AA A
. 4 A%, A2A, A7l A
AT 5 2t AA|A 25 g oy A a4
966 HAEAT x40 M4 20114 89



< e 8o YL £ A7 5Y Wi
2450 53 AR B gEo oju g Fgg vl
AeA AHREE o U ke 79 AFA
9 H8 Zgol sl e vcjo} FHe
A dgoz Bold U HER gd 4
denz AYE AFF 7Yy HY ZFYe=
Uro] BMstaat g

H6a: Bt #d€ FPAA Fde 714 =
3 7499 "o APl A
FEFE v,

H6b: Moo #dd A Age =3 7
499 Hxd] AHAHoln IHAA ¥

Eukile g

ojgE% FAA(2007)2 fHlAEL FAA
AH8AH(User)7t Al2gle] BHo) H237]
sHos golo} & A 1 PRE 23 AF
€ 47 (task) € 2R3V A8 FELE FH8ol
st BFAA ARE Agste Bdrde 3o
AN 22 7499 47 7199 FRES BF
o] A#Ao dig] AFstn o9 F2Ae sl A
PATE T3 st

AAe 477t 7199 Bkt #do] e BE
7199 BEES 85 dFS v F Y2 ¢
T dEHQA AFAS(Ting, 1988: Mahling
et al., 1990)2 Y57} B B-bo| S 7%
719 Het 254 B(+)9 %L 7A F A2
H3.

olg|g Wiz wgoR JjUe 4 FE
B3 2339 d#4E F7H 2z 2] A9
o 7HE AR, A8 FEL AT B™
A AHAHA #Ado] UeA A¥s 47 sl

AHEATR H4aoA M4z 20114 84

EEES e T e TESE

7Y HEEE @Ee HE =3 FHUAE Y FR ¥Y 29

N T B A e

A Aoy 1A Uz JHE dFEA, 44
719, A HE 59 AEE gFAd qF @
% 7= 3=,

HT: Q) 9425 uel duge 7y 23
449 g 384012 2442 9
g v3,

V. SPerg

4.1 XzaE & oy

71E 7o AHSEHUY FHEGE ez A
EAE TR o Roie 9FE ez
Qe B8 AE2AE FPAT. AERA
SR gREe AY B3o AP FHAQ
=35E dAAstn e 719 ddez e,
AFH02 $A4 A% BHE FYPdgid. £ 4
Fo dE zs FFHL 20083 11958 129
109744 ¢ 533 280l A&L S3lo 3JAl
Z7eE AAAE Yo AAdgg. AR3s
&2 29l 48U SAS(FEE ¥ gle
H AE AZo] B7s) 100%%520 F 24289
L2l AEA7} FeEsT. $4e £ 242
e AES BF 49 o] &3t

BEE FANEL T8 5302 FAEHICH
HRA oA AHEAE ARG, du|zAPIT
B AAYA Bzt AFAS0] SHYEL A
Bl A5 a2l du| AL Ao o
& SA=T g4 RPN 509 FHE
go] AL HFHoZ HEFELS FE BFd

967



Y2y - g - =49

#dE F5F ATFFARAY FEL TS

53/ ¥z FAHNUY. ATFFARH S

3 23S A9sln BE 2AHRPEL FAE 7
A 3zz FH

£ d7dMe 94 39 AEEd dsM 8
A B4 B & AR9 HIAHE FEF F,
Cronbach's Alpha Test® °|43ld &g 7
oo, 28n 29 74 87 /M AFS
A3 AN S AAAen £ =79 43F
A4S st ARERE §AH71A% SPSS for
windows 12.02 &83199d.

4.2 ZEEZ| e

E =RdMe Agd d7Ed e Hrlstn 74
e =34 FE 95t #d APATE 4
FHOE N3 o] EUR X H4EEYS
MEEg. olgd PN g £F9 AzAA

TR S iy

s

3 g3 gEstnst gl shed ¢ Ay
T=EEY FFEYS 48324 sgley 4+
249 242 95l Yad A YL &
oo AE FAMG digd 24 Fode
(& 3)3} 2.

AFT v}t Zo], F&HLE AYY HGHE
ojqer, 71& HAYAFA Davis(1989), Boss
(2007)9) QTN AMEE ZHFES TH =
& AHat A3igiTh. ofF M9 SYE¥sE A
PAFAM ALY FHYES uigeE TH Ak
g AH8etd 82 ARG 47 35S
039 4TE vEeE FAHNAD. 4 B
Ao §84 #¥E2 Kankanhalli(2003), Wint
(2005)7} /@ SHPEEE FAEHAG. e
2 HoM|xHS fo]4 291& Vassilacopoulos
T (1996)°] F3d fdS vigoz Hotwso
F24 52 Piccoli(2001)7} e FE5S &
4313t B4 A FELS Vroom(1964)%t

(£ 3) e =55 Zo|

4703 223 A9 Y HgdF
Hoky Aol 71949 A5 BE A o] 27 FALY ¢l Gordineer (2003)
84 Ae 44 A= Kankanhalli (2003)
ofA] ~Hl e o o 1 E. 17 o o
i‘jgfl],\fdl ;jﬁqiﬁl;ﬁ.ﬁ%ﬁ; R R, 00, SR Vassilacopoulos & Peppes (1996)
olmge
SERA 249 930 3% w4e A0 4849 A2 T3 Piccoli (2001)
wAgs A A4 RARE ol F7] #44 3H R AR #F Vroom (1964)
= a3 Aol Solee B9 Blumstein (1978)
). 3 Porter & Perry (1984)
Q] o; - (-]
g4 Z2o] glojA B4 7Hsd E47EA Boss (2007)
Cohen (1990)
A o &3
24 HARY, c1d3Y, Al 52 Goodhue & Thompson (1995)
- N B 3 g Davis (1989)
Hetgx 71ES AHgshed ol 7199 Ao 2 Boss (2007)
968 HASAT x4a0A ®4% 20114 8



I T R S B

Blumstein(1978)2 d7& ulgog HEUHL
2l& Boss(2007)9] FAFES 4 slo] AHe3}
At 2E AEA B (83 Dol Ex2 AA
st}

F&84 a2ln PN o] B4 o
e BAEE7E EEEAY. $4 Addsre @
A9 7% 0, dAe 12 guids H8ed. 1
231 4FL U=EN S AAEH 6709 £RE 4
AAZ, F5/AMY2, 1T/54, 33713/718H2
sl o) 7je WFE A AR BSe] fuis
2 A%k 223 AR, 283 E, Yol
£ 54 =2 HriE A

71y HERE $58 AS =3 FHHES Y Fe 98 29

i e PR T R

V. 4524

5.1 2254 % 7|1=&AEN

A AHEE 3L F 242708, B2 ¢
TEAYA AL (R % 2o JIdE B
2 @ zAolEE ARUS Q2R sglen, 4
d3 o], 2§ =9 71E A g, 7149
TR 7199 MARE, A 52 F7IE 2AR}
Ao, 58 ZE B o $AE 3L 98
o 2F3te 7IYdAM FRE S #dd Aoy

(£ 4) B29| A7SAIEY &4

TE LA v & (%) ¥ e 4 &(%)
4 158 65.3 A9
e 84 34.7 Al F 110 45.5
o} g 64 26.4
e 44 18.2
a3y A4 10 4.1
254 v|gt 16 6.6 HAFo 14 5.8
26-304] 98 40.5 L STk
31-354) 76 31.4 0-50% 22 9.1
36-404 40 16.5 51-300% 60 24.8
41-45A| 6 2.5 301-1000% 36 14.9
464 ©1% 6 2.5 10009 °|%3 124 51.2
A3
Az 46 19
3y 8 /MH 2= 64 26.4
nZold} 2 0.8 IT/54 88 36.4
gEd 166 68.6 F%/88 10 4.1
o gh A B & AR 68 28.1 Endkis 10 4.1
fa}o] i3 6 2.5 71} 24 9.9
A 242 100.0 A 242 100.0

A3 x40 M4E 20114 8Y
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Alzgl, #d n&, A, 2L AAga Jde
AZAEE gz A&

AL dA 65.3%, A7 34.7% = 7190A
32 A 4o] AAshe HEo] L UF B A7
A gate] §§ Hl&o] Eten g REL 7
d AFZe] difEo] fde] TF dE, diFgd
Y4 THA 96.7%% AAGAG. Yo] 9G4
26M914 404727} 88.4%E AAde 1E B
EE BolAle &tk aY JddN 4% E &
oL e AHEES ddes @ d7dn Eg
W EEL v ¥E gEYS 72 Yo B

ZAL Aol Z1deldtd 719 & dige
2 o} iA|gt B AEZAL= 7t 7]gd b
PSS didez & /19 exzo] BF AFo]
B2 A £33 544 A £4L2 £ AN
3A 9uizt fida A, 22u A gig
Fe AN, diE, A3Fe] 4570 90.1%2
A8k glom A o] 4L 9.9%0 £33t
gty AFE 296n e Y59 A8 Bk
Hgxo A4S H9ZE £ 5l dreln & 4 o

AE A 23 dif-2o] F27F 2 7o) Ui
wolich. AA =AF AT 508 o|dte F47
A2 9.1%° EFstH o 3009 ol4de 2 719
°| 66%E AASATE. o] FolA 1,000% o4
o d719L 51.2%% AAEA FUHE o
& FANYME FEES g BAEs} Do
g & F g,

A f3e Bdd 542 AR IT/54 B
o7} 36.4%% AAF} Jlew 1 tge] fE/
A& Fol2 26.4%% AA&gT. o O A
ZEok 7E F§/28, TN o), o
€ 7]1& 97F(Yeh and Chang, 2007)¢ tt&
A3E Jyehlz g a2y B QoA 28/

970

BY Eokd &% ¥l &o] W olfe 4R ZAIE
A8 EEo] & IT B 719 T4 o
T2 & 7 8% 719 77 dE olfE A
T HAE 2AL] gl 23 7Y FHe=z A
ARl Eobe 1A qge2 3R Ysby] fEoln.

5.2 284

4z §BEE Jle BHS ANE HEH
EZARE AASIHE B £ =S AE R
A3t H=(Skewness) 9= (Kurtosis) 2 o
B4 (Outlier) & AE}AT 1 A (EFH 2)
o AAIEe Utk £ Zulo] m=d 2+ F3to
HA=E 0.002~1.667, =+ -0,022~3.0089
TEE BYd o] £XE0] £] o|Aod 1 A8
7t B £EE d2da /M) oddan Be
oAEe] e AT, A2 AETO 4
daxe A Fold vt glon a8z 9
TR w2t g2 4 slda Eol(E545, 2003).
Bt ol Ax 8§93t $4dA AMgsE 2
A4 230N AL sFsd A4S £Xo zde
-T2, 4<HEUZ B3 9omZ(UFe-
AT - ZA3], 2009), BEE o] x| 23 A
A el 8 T8 At =3 7 23 ¥F
3 ATE |83 oA E HEs:Y, ZEF
7} 80 o]0 Bfol EEZ}F A4t 301432 B
o ZAZ WIABZ(PASF, 2007: Deveilleds,
1991) & dFoMEe 38 o7} flo] &
BN AAE Eae A

AFHoz AHE EESLE 2QAEME AN
7] 98l 2FEE HARESQ 1008 2EA)F)
o203 - YAE, 2005), F=9 HIE B4
< A% 2P FES} gHE Aoz B £

AL a0 M4% 20114 8Y



71 HRET $ES ff =X FYHES Hz FR 9% 29

e S N T T A Y T

A, oz AA S AY 7Y o] ARBAE
B3 4 239 TY MdS %2 UeA
AW B, dvtdoz A} ME £ e 4
A#AZE 0.3 ol54 B FY MdE FH5
7] 1% & Y= WEHeR dES vl
7] wj&°]ck(Roobina, 1990). 1 Z3}= (FAH3)
of AAIso] slem, AAet 0.3 o|ate] R A#
WS Bole ¥¥(FFAY 2¢# 6W &)L
YA ALdsict £3 N2 FEHE vl
e %] JeA AHEI] st Jx A
Y 73 Y] AaA 242§ dE3AAE
AESNAG. 1 27, % AAY 71&(Stevens,
1992) 22 AAEHE +0.8°] Y& & 4#TA
7F VErA gsket,

6.3 3¥=¥

A= vlu 7tsd SHE 33 P 99
WS sk 45 27 vxdHA He AE
ojnjatn, gNkAog FUF JiFd e ®lw
Ve 5HE 33 =78 A £ uE
S W FY = A FARE B2 T
g T ol YT FFS A% FETY
HAA BA 2A%9 WA B4 s
£ Aojgtz & 4 . A2 =E Cronbach's a
(alpha)gl= 418 A4 (Reliability coefficient)
€ o] &3t WA dAgo] 1} UditHoz ALE
dc}.

Cronbach's agt2 EEOo2XE F2d wige
o] mdelA 9] Ak FHAE o= A= 4
A  de 71E €T TAZLE oy dF
g0l B5 22 didE 3T AUA 9 diFg 72
oltt, FAHE ¥y A A3 we} 1 7]

ZYEIT M40 MaL 2011 8Y

L L o M R A O T B e e

o] F5Ae A, YRR YHAS7L
YT FEAA 0.601%30F A=} grE A
°2 & 4 gck(Nunnally, 1978). Ak3|=}g &
ofo A (.80]4ko| A A3 A=}t ¥u 3§,
0.6°13°1d &3 =79 Azxd FA7t fle
ALE Bed, & dFdMe 25 0.804e &
ghol vyebA At of ¢ 2L Ao veiyt
Y8E134 (Content validity)ol® 233tz
e AL H2A FFdAUe7 e Ao
(Churchill, 1979). & =®dMe & F&°
WEEIBA S R Asld 719 AR B3 &
Fol iz id AL olsigel Qo] A&7}
AdE 8819t ARt AGe A9 A
FAE AT e PAHE oo A7}
FEFA Ad AFA(REUHAAETY, FAUEA
749 59 a7, FEEN FHUYe a7
7 a2l FFEoke] AFusrE FAHAH
23839 Jg, AE a2n JduzAly F¢
ZAETY £3 2 AAAE 7Yoo =2 7
9 WEEFAe] FrE%ida 474
WEel3A (Construct validity) 2 3 =79
AgPdoz AFHY FAHEY FAAH 94
2 8 FANEY SRS Frlste 8%
AE Bt $Ed 4 Jth(Hair et al., 1998).
Zt Wil g§34e A5E ZA5] 8 FAE
4 (Principal component analysis)2& z} 8¢l
=+ &% 2, Kaiser A737} 3= varimax
A S AHESIT. Kaiser(1974)€ 9&%
BAss FEARASTY 7€ vudeq EE
o] AAY S FPst= AFE NLsA e, o&
Kaiser-Meyer-Olkin(KMO) 9] 2 A3E4 3%
Azt Poh(FHst, 2006). KMO #eol 19 7}
He5E BE9 AL 2B At
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UEY - Uds - =49

- T ek e s TR e T N T T TR T

£ d79M= KMO #e] 0.8262 884 37]
of ¥3g oz EQY. ZE ¥FE9 £
e SAE ARYE A 4 gEEo] BF sy
o] 89102 Rglov MEd £33 WSS 8
AXH AFE (F 5)9 2

894 A F(Factor loading)e] 0.5 °]&l gt
o R 7HA] 8 FHE #d so] 4§ £
A A9 A, d9A Y B 45 2¥EY
< 53 AA AN 0.30]5H] e A
#2 B9 29 B33 6 E3he EAdA A9
AzeH, 74 A4 Z o= 2AFA ] 0.5
ol3ql 2719 g1z ™A £F), B A
(49 £9) a8z B¢ Hx(4d %) 44 1%
go] A=A, d2Ho 4EAY 67 FF,
Az" ) 35, 3 28 50 35, 2%
35, B3 ) 35, AY ) F5, B¢ gE 4
AN 5, ARAY Ul 35, 95 A28 A &
2 A3 34 FE 5 F 410 £, 10/ 89E
Mg ARSI,

6.4 71dASE #Igt BHEH

(83 3)2 7 SUWUFES Pearson A#AF
& B2oF1 9loen, Hair et al. (2003)2 3
BAFHl 0.78 A3 dFTALES 4lE
of g At wetA £ A7 SYUFET
de dF34S daE UF 44T FaFA7L
S A% 4 Sl

BaATE 28 2 27 FAESsY Ay
tole] @Al 0.7592 Eof &L A3t
2 ALY S A

2 47 M AFE Add gAEHE
AHEsigit. BARAL ¥SE 79 g #

972

iy "3 i o =

dde TEs] fstd od +#84 232 713
s E3E A5E 043l FAAH F4E P
T TS 99ie, AREREH Qo A4
2 o]&3lq FEHTY AYES d3Fsn =¥
AN SHARTEY 9P A% A4 AFH
F3< gt AHeEd.

(X 6)F (X )2 4 ¥igEc] £ =
2 7499 Etexo| v FE§S Yolry]
A% oF3F EMZAFed. SP¥L A
Y, d598A, 2", 24 Ad, AAHEE, 9
A, 34, 3%, 4F, Jol, IR, 28
T, A4 Fo] T B "Hxd didf 74
£t A9 (R square)< 33.5%°|x, 3AREe
AY=E Hriete AMFEY 2n, Fad 7.088,
P=.00022 #IFFE 0.015F04 FAZo=
folatd R? 7} 33.5%9 BOEIEE d&she 3
ARFo] S Yepzn gt

AAEN 23 4 53 w4 ¥z 23 F4499
Hol] A Hxod B JFL AEa g
7 2o $4 A¥YAe 23 ALY Ho)
FAE Hxd FAY 9¥2 FE FYF BF2
UERdtHb=0.338, p<0.001). =& Aol dig
24(b=0.170, p<0.05), ®H< &Ko H84
(b=0.223, p<0.05) Zm B digF U4
(b=0.137, p<0.05)% F44e Hcd #dd
B AAQ 9% F= Fo Aoy, 3
A A8L £ 9¥%S F= ¥FE gy
AT B dFe 7Hd g8 53957352 44
ok gk 4 HAAFAZ] (ol FA(1-
Fo&E/2)e met g2 T3 0.927F = 7}
AL 714dg((X 8) F=X). 53] A% A ¢
4 WMEEe 5AHe2 foF W¥4E e A
Aoz 71 & 42 Bole AeZ JERY

AL maoH M4z 20114 88
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P83 4.3554 1.42217 -.193 -.146
284 4.3223 1.35864 -.281 167
B4 2.5620 1.50734 .892 194
HA2 2.8182 1.54598 634 -.312
HA3 2.4050 1.60175 1.127 485
Bk 3.0496 1.60317 418 - 4817
¥l 4.7273 1.67975 -.506 -712
82 4.6033 1.76400 -.488 -.805
243 4.6694 1.50456 -.396 -.347
A4 4.6446 1.51265 -.425 -.349
ELNE 5.9669 1.22853 -1.534 2.983
$139142 5.8595 1.18291 -1.060 1.278
AHA43 5.8512 1.29897 -1.278 1.779
A¥A44 5.9835 1.24229 -1.487 2.689
345 6.0331 1.28143 -1.565 2.707
Ag946 6.0165 1.22886 -1.547 3.008
ARAE1 4.5537 1.99564 -.494 -.977
247432 2.6198 1.69086 .924 -.057
ZAA74493 3.8595 2.05043 .016 -1.327
AAA84 3.4215 2.05627 .362 -1.194
247385 4.4711 2.06562 -.420 -1.193
AH486 2.0331 1.47417 1.667 2.251
7481 5.4876 1.44697 -.796 -.156
782 4.7851 1.79537 -4.98 -.638
7283 5.1736 1.67816 -.765 -.200
784 5.3306 1.62137 -1.042 516
A5 5.5041 1.43532 -.951 631
7386 5.4793 1.45812 -.987 557
2387 5.8512 1.26662 -1.027 565
HolgE] 4.9917 1.42005 -.459 -.356
HoME 2 4.7851 1.50356 -.323 - 551
Hol =3 4.71769 1.59088 -.371 -.730
Holeg =4 5.5124 1.37624 -.575 -.402
Bt =5 4.1570 1.68965 -.010 -.783
d5asAl 4.2397 1.78525 -.181 -.964
A2 4.2810 1.78152 -.129 -.994
A3 4.0826 1.88282 -.030 -1.032
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Primary Factors Affecting Corporate Employees’ Attitudes
Toward Information Security

Joonkyong Park* - Beomsoo Kim** - Sungwoo Cho***

Abstract,

Businesses have been adopting security systems and making a variety of practical policies
promoting and implementing information security awareness among employees in order to
safeguard valuable corporate information and resources. To achieve this goal, firms implement
public relations activities and offer security and privacy education for their staffs continuously:
in reality, however, corporate confidential information can be frequently stolen due to lack of
employees” security awareness. The main purpose of this study is to investigate employees’
attitudes toward enterprise information security based on the technology acceptance model
(TAM) from both deterrence and control theory perspectives.

Technology acceptance models present perceived usefulness and the perceived ease of use as
primary factors that affect employees’ attitudes toward security. In relation to perceived
usefulness and convenience, security policy, security systems, and education are chosen from
deterrence theory. From control theory, punishment and rewards are identified as variables
influencing employees” attitudes toward security. In addition to these variables, personal level
characteristics can also play a role in shaping individuals’ security attitude. Thus, personal
experience, perceived risk, and the level of security involvement in their jobs are selected as
additional variables.

Empirical analysis was conducted based on data collected from a total of 242 questionnaires.
Regression analysis shows that security education, usefulness of reward, perceived security
risk, and personal experience all directly and positively affect employees’ security attitude.

* The purchasing division. LG CNS
** Graduate School of Information, Yonsei University
*** Management School. The University of Liverpool
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Hypotheses on security policy and security systems from deterrence theory failed to be adopted.
This result is strikingly different from the technology acceptance model. These results imply
that enterprises should enhance security education and appropriate rewards which are essential
for motivating employees on information security in an organization. This can help employees
to recognize the risk of compromised information and provide personal experience so that they
may continually strive to protect enterprise information and resources.

Up until now, little research has been conducted on employees security attitudes within an
organization. Especially, this study focuses on significant factors which can affect employees’
security awareness. However, we must discuss the limitations of this study. The study has
been conducted via a questionnaire survey: the collected data is somewhat small in scale: and
the extension of implications should be done with caution.

Key words: Enterprise-wide Security, Information Protection, Technology Acceptance
Model, Deterrence Theory, Control Theory, Employee Security Attitude
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