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This study explores the advantages of using technology, specifically artificial intelligence, big data
analytics and blockchain, in the accounting. Al helps to process massive amounts of data by accelerating
automation, thus operating time can be shortened and the quality and relevance of accounting information
can be improved at the same time. It is also expected to facilitate full transaction (as opposed to only
sample transaction) audit and continuous audit (audit on demand). By using blockchain technology, a
better internal control system can be built, data manipulation becomes improbable, and consequently,
accounting transparency will be improved. In addition, unethical human behavior such as moral hazard,
slack, and pseudo-participation could be minimized, if not eliminated. However, there are also threats
that may arise from the adoption of new technology such as technological unemployment and loss of data
privacy. Other issues may also arise concerning technology-driven judgements that vary depending on
situations, specifically in determining who is responsible for the consequences. To overcome these ethical
issues, I recommend that a code of ethics be clearly defined, advanced software devices be developed
considering such code, and a review process be conducted by human beings. I also suggest more involvement
by human beings in three key areas to uphold ethical accounting standards: decision-making, accountability,
and education. This study will help search for ways to benefit from technology while simultaneously
addressing related ethical issues in the accounting.
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| . Introduction Kant, a German idealist and philosopher,
said that a human being is a rational being.

There are many ethical principles to be con-

Artificial Intelligence (AI) is often defined
as ‘intelligence demonstrated by machines, in
contrast to the natural intelligence displayed
by humans and other animals.” This brings us
to ask: what are the attributes of humans

that are different from machines? Immanuel

sidered in deciding what is the right or wrong
thing to do in a given situation, and society
is sustained based on these considerations.
Ethics is about discipline in dealing with what
is good and bad in a way that considers moral
duties and obligations (Spafford 1992). Human
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beings are capable of making decisions that
apply ethical norms and are able to take
responsibility for the consequences: these
cannot be expected from machines. The re-
sponsibility for any judgement made by a
machine still lies with human beings.

Moreover, it is hard to expect ethical aware-
ness or trustworthiness in the business world.
It is believed that all economic entities seek
to maximize their own benefits (Child et al.
2000: Doz 2001). Since the 1970s, organiza-
tional economists have argued that economic
entities will not only be self-interest oriented
but will also act opportunistically to hide or
manipulate information in pursuit of their
own interests (Milgrom and Roberts 1992:
Williamson 2007). This also applies in the
field of accounting. Determining how auditors
and information users (who are both regarded
as self-interest oriented and opportunistic
entities) differ in their perception of ethics
and how this ethical (or non-ethical) rela-
tionship affects the usefulness and trans-
parency of accounting information is an im-
portant research topic.

The impact of technology on ethics in the
field of accounting is a critical issue to
address. The use of artificial intelligence and
other technologies rapidly spread throughout
society, and it is obvious that such tech-
nologies cannot help but be used in all areas.
In the field of accounting, new technologies

are getting more widely used to improve effi-
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ciency and effectiveness in the audit process.
As such, it is necessary to discuss the threats,
opportunities, and ethical issues of using
technology in the accounting profession as we
have seen problems arise from the absence of
ethics in accounting over the last few decades.

First, this paper presents the new tech-
nologies currently adopted in the accounting
field: AlI, Big Data and analytics, and
blockchain. Second, it provides the pros and
cons of the use of technology in the accounting
profession and the resulting ethical issues. It
also examines what needs to be considered to
overcome these ethical issues. Finally, it
presents the three aspects that should be
considered when discussing the impact of
technology on ethics in the field of accounting
—decision-making, accountability, and ethics

education.

Il. Technology in Accounting

The evolution of accounting information
systems, the increasing use of analytical
technologies, and the emergence of big data,
all have dramatically changed the accounting
profession. There are many reports and ar-
ticles discussing accounting technology. The
Institute of Chartered Accountants in England
and Wales (ICAEW) identifies the followings

as the technologies transforming the accounting
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industry: Artificial Intelligence, Big Data,
Blockchain, and Cybersecurity (IFAC 2019).
The Association of Chartered Certified
Accountants (ACCA) and the Institute of
Management Accountants (IMA) states in
their reports that Mobile, Artificial Intelligence,
Big data, and Cybersecurity are the top four
technologies which change accountancy pro-
fession (ACCA/IMA 2013. P.10). Forbes (2018)
also reports that harnessing the power of the
cloud, accelerating automation, and break-
throughs via blockchain are the accounting
trends in future. As such, while accounting
technology can be defined in various ways,
they address Al, Big Data, and Blockchain as
top—priority technologies in common. In this
section, I present these new technologies
especially focusing on audit technologies,
because one of the most significant changes
with technologies is the automation of the
audit process and these technologies are

expected to contribute audit process.

2.1 Artificial Intelligence

Al, by its definition, will learn on its own
(machine learnings or deep learnings) and
dramatically expand its abilities such that it
will be able to handle human jobs more effec-
tively and efficiently. Al and robotics are au-
tomating complex and repetitive tasks and
processes, with extreme accuracy, reducing

operating costs and increasing efficiency.
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These are some of the emerging technologies
supporting the transitional role of today’s
accountant into a more critical thinking role.

Accountants apply their technical knowl-
edge about accounting and finance to help
businesses and stakeholders make better
decisions. To support their decision-making
and advices, accountants need high quality
financial and non-financial information and
analysis, and Al is expected to provide higher
quality information by machine learnings. For
example, Al technology can help accountants
by providing better and big data to support
decision-making and by generating new in-
sights from the analysis of data. This tech-
nology will enable accountants to focus on more
valuable tasks such as decision-making,
problem solving, advising, strategy develop-
ment, relationship building and leadership
(FSB 2017). Furthermore, Al networking,
which means a single Al connects to other Al
techniques, will accelerate the expansion of
its abilities.

In real-world accounting, we can utilize the
Al and machine learning to code accounting
entries, improve on the accuracy, and enable
greater automation of processes. Accountants
will enable to improve fraud detection mech-
anism through more sophisticated machine
learning models of normal activities and bet-
ter predict fraudulent activities. They will
be able to forecast revenues using machine

learning-based predictive models, and improve
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access to, and analysis of, unstructured data,
such as contracts and email, through deep
learning models. In addition, data volumes
and quality are crucial to the success of Al
systems, because without enough good data,

models will not be able to do machine learning.

2.2 Big Data Analytics

Big data and analytics present many im-
portant implications for accounting and op-
portunities for accountants to improve better
decision-making. Warren et al. (2015) state
that video and image data, audio data, and
textual data are different types of big data as
a supplement to existing accounting records,
and this information made available through
big data can provide for improved managerial
accounting, financial accounting, and financial
reporting practices. In managerial accounting,
big data can play a role in developing effec-
tive management control systems by discov-
ering behaviors correlated with specific goal
outcomes, which would prompt the creation

of corresponding performance measures.

For example, the Balanced Scorecards (BSC)
collects data in four areas: financial, customer,
internal business process, and learning and
growth. Within each area, Big Data can identify
new behaviors that influence respective goal
outcomes. For instance, web use while at work
may be tied to learning and growth goals, in-
ternal emails may correlate with the effective-

986

ness of internal business processes as well as
customer service quality, and customer service
quality may be related to vocalic cues mined
from customer service calls. (Warren et al.
2015, p.400)

In financial accounting, big data will im-
prove the quality and relevance of accounting
information. For example, there is a criticism
that traditional financial statements cannot
properly present intangible assets such as cus-
tomer base, human resources, product quality,
company reputation, and so on. However, big
data can help in enhancing relevance of in-
tangible information. For instance, key in-
dicators associated with these intangible as-
sets could be accumulated, processed, and
analyzed through data-mining algorithms,
and this information might be disclosed on
the supplement or notes to financial statements.

In addition, big data and analytics have a
significant contribution to audit process. The
general audit process currently performed by
Certified Public Accountants (CPAs) is a pro-
cedure in which the auditors randomly sample
certain transactions in the company and check
for violations of the accounting standards.
Meanwhile, analytical techniques that utilize
big data enable the auditors to check all
transactions, not just random sample trans-
actions of the firms. Big data analytics is the
process of inspecting, cleaning, transforming,
and modeling big data to discover and com-

municate useful information and patterns
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(Cao et al. 2015). At the end of the process it
suggests conclusions and supports decision—
making. The use of this technology is expected
to shorten the audit time and ensure the ac-
curacy of the audit.

Many companies are now adopting Enterprise
Resource Planning (ERP) systems. They store
and access data and program over the Internet
through cloud computing so that large amounts
of accounting data are available on the system.
Big data analytics can efficiently utilize these
data in an accumulated manner. Even if a
transaction is added to the system at the
same time that it occurs, it will be possible to
continue to implement the audit process with
this addition. It is expected that the use of a
continuous data auditing systems through
big data analytics will provide various benefits
to the financial audit process besides short-
ening audit time and ensuring audit quality.

Continuous audit can also be accomplished
by introducing big data analytical techniques
(Teeter and Vasarhelyi 2015). Because audit
procedures for firms' financial statements are
traditionally performed only once a year for
an ‘annual report,” audit data may be gathered

long after economic events are recorded: it

takes at least two to three months to conduct
an audit, limiting the ability to ensure accu-
racy of the audit. Considerable research has
provided a broad perspective on how technology
is changing the auditing practice. Alles et al.
(2002) found that there is an economic de-
mand for continuously providing assurance and
suggested a service called “audit on demand.”
“Audit on demand” can be realized by applying
big data analytics. However, although con-
tinuous audit is not new, ideal and useful
technique, widespread adoption in account-

ing is still in early stages.1>
2.3 Blockchain

Another area in which technology will
have a direct impact on the accounting pro-
fession is Blockchain. Blockchain is a data
decentralization-based technique. Various data
are saved on a list of records called blocks,
and these blocks are linked like chains using
cryptography. Blockchain is ‘resistant to
modification of the data” (Anewalt 2018),
since each block contains ‘a cryptographic
algorithm known as a ‘hash” of the previous

block, a timestamp, and transaction data’

1) For continuous audit, a large-scale technical investment and company-wide training programs are required by both
audited companies and auditors in order to build the audit system. Establishing legal system and regulation to force
large investments for financial reporting is another obstacle. Currently, audit fee is set based on audit time, and it is
expected to be significantly increased if continuous audit is actually employeed. Total audit time may vary by increasing
the preparation, operation, and time for auditor's professional judgment, even though audit time for technical audit
process would be shorten (Cho et al., 2018, p.316). There could be a discrepancy in interests between audited

companies and auditors.
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(Bacani 2017). It is ‘an open, distributed
ledger that can record transactions between
two parties efficiently and in a verifiable and
permanent way (lansiti and Lakhani 2017).
‘Once recorded, the data in any given block
cannot be altered retroactively without alter-
ation of all subsequent blocks, which requires
consensus of the network majority (Raval
2016).

The blockchain techniques are operated as
autonomous software agents: these can per-
form transaction verification and control or
prevent fraud. Many accounting transactions
can be programmed with various business rules
or agreements and automatically processed
by these blockchain-based smart contracts.
The application of blockchain technology in
accounting assumes the utilization of decen-
tralized consensus mechanisms based on the
exertion of scarce resources, which is called
Proof-of~-Work (PoW) (Jakobsson and Juels
1999), and this leads to the validation of
transactions without the need for any third-
party verification. Together with the block-
chain (a shared database), PoW is expected
to lead to nearly immutable and therefore,
fraud-resistant, real-time financial registers
(Ruickeshduser 2017). Consequently, the block-
chain technology and PoW will greatly con-
tribute to enhance information transparency
in the accounting profession.

The case of Comroad, which is a German

telematics service provider, can be the example
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of detecting accounting fraud by identifying
the requirements on blockchains. Comroad
case is one of the major accounting scandals
of publicly traded firms in Germany. It is of-
ten observed that top management such as
CEOs and/or CFO is involved in fraudulent
activities. Top-managers are either directly
involved in conducting accounting fraud or
indirectly involved by convincing or enforcing
the provision of fraud by other parties. To in-
crease sales revenue, they recorded sales
with numerous fictitious transactions and in-
vented commercial relationships with non-
existing trading partners (Riickeshiuser 2017).
However, Comroad had a strong internal con-
trol system (required by German Law) based
on blockchains, which adopted a proof-of-
work (PoW)

mechanisms to safeguard assets of a company

and decentralized consensus

as well as to check the accuracy of bookkeeping.
Without the blockchain-based internal mech-
anism, the board of directors in Comroad
might not be able to detect the management’s
accounting fraud.

In the accounting and auditing industry, an
interest in blockchain is increasing. Blockchain
is considered as the next generation of business-
processing software where transactions are
shared among customers, competitors, and
suppliers (PriceWaterhouseCooper 2016). In
particular, blockchain with functions that
enable data integrity, rapid processing and

sharing, and programmatic and automatic
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control processing will significantly contribute
to developing new accounting systems. Bacani
(2017) argued that a blockchain can change
the business pattern. For example, there would
be no need to issue invoices because the
transfer of goods and services and the corre-
sponding payment can be accomplished in
real time on a distributed ledger: this can
effectively improve invoice issuance, payment,
and claim procedures. Moreover, Flynn (2016)
noted that blockchain systems that record
transactions in real-time would enable auto-
matic tax filing, and that tax reporting au-
thorities could quickly confirm reported taxes
and payments; thus, simplifying the tax filing
process. As a result, the use of blockchain
could deter tax evasion and avoidance deci-
sions, and the role of tax professional will be
transformed from simple tax reporting into
tax-related blockchain expert (Deloitte 2016).

Blockchain technology, when combined with
appropriate data analytics, could help with
the transactional level assertions involved in
an audit, and the auditor would be better focus
on considering higher-level questions. For
example, auditing is not just checking the
detail of whom a transaction was between the
monetary amount, but also how it is recorded
and classified. These judgmental elements
often require context that is not available to
general public, but instead require knowl-
edge of the business, and with blockchain in

place, the auditor will have more time to
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spend on these questions (ICAEW 2018).

IIl. Ethical Impact of Technologies
in Accounting

Three technologies adopted in the account—
ing field were presented: Al, big data ana-
lytics, and blockchain. The ethical impact of
these technologies on the accounting pro-

fession is discussed as follows.

3.1 Opportunities provided by these
technologies

The advantages of adopting these new

technologies can be summarized as follows.

For Al technology, the advantages are that:

e Accuracy and efficiency can be increased
and operating costs and time can be
reduced in performing accounting tasks
and process.

e [t can provide higher quality information
by machine learnings or deep learnings.

e [t can contribute to generate more
transparent accounting information.

o (Greater automation of processes can be

accelerated.

For big data analytics, the advantages

include the following:
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e [t can play a key role in developing ef-
fective management control systems.

¢ Financial reporting quality and relevance
of accounting information can be improved.

o Full transaction (not just random sample
transaction) auditing is made possible.

e Continuous audit, or audit on demand
can be implemented.

e Massive amounts of data can be proc-
essed quickly.

e Audit time can be shortened and audit

quality can be improved.

For blockchain, the advantages are the

following:

e Subsequent transactions cannot be ret-
roactively altered.

e Modification, alternation, and manipu-
lation of data become improbable (if not
impossible).

e Data integrity, rapid processing, and
sharing can be achieved.

e Accounting transparency can be enhanced.

e Automatic control over invoice-related
procedures can be effectively improved.

e Tax filing and payment processes can be
simplified, and tax evasion and avoid-
ance can be controlled to some extent.

e Transaction verification can be performed,

and fraud can be controlled or prevented.

Next section will address how to use these

opportunities for accounting ethics.
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3.2 Application of these opportunities
considering accounting ethics

The use of software technology or robots
will influence professional judgment in the
accounting profession in the areas of gathering,
summarizing and providing data with improved
bases for making better decisions. Software
robots or technology can provide alternatives
or suggestions for more efficient decision-
making. Companies with big-data-based de-
cisions make 5% to 6% more profit that other
businesses that do not employ such technology
(Tene and Polonetsky 2013).

Accounting standards are often called gen-
erally accepted accounting principles (GAAP).
If big data consist of accounting principles,
norms, moral value, previous cases or prece-
dents that are generally and widely accepted
in society, and if algorithms suggesting for
accounting practices are developed based on
these big data, it would be possible to achieve
rational decision-making. Given that there
already exist massive amounts of accounting
data and technology to handle these data, not
only an accountant or human being, but also
an accounting system, machine, or Al might
be able to reach more rational decision-making.

Warren et al. (2015) also state that Big Data
complement traditional financial information
and can provide improved transparency and
usefulness for decision-making. They discuss

several forms of Big Data such as video, im-
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age, audio, and text. In their paper, they dis-
cuss that, for example, relative to fixed as-
sets, ERP systems can augment records with
video clips and other types of multimedia. In
this way, the user obtains a more compre-
hensive view of each asset’s condition features,
and characteristics. Using Big Data technologies
will improve accounting transparency, assist
in meeting stakeholder needs, and provide
benefits to auditors.

As mentioned above, another application of
new technology is in a tax system that auto-
matically confirms tax filing and payment,
the use of which could deter decisions on tax
evasion and avoidance. All transactions and
accounting procedures become more trans-
parent with automated systems.

Moreover, it is possible that unethical
behaviors will be reduced with the use of
technology. Many researchers have focused on
whether investors are deceived by misleading
corporate earnings information. Healy and
Wahlen (1999) address the complex process
by stating that earnings management occurs
when managers use their judgment in finan-
cial reporting and in structuring transactions
to alter financial reports either to mislead
some stakeholders about the underlying eco-
nomic performance of a company or to influ-
ence contractual outcomes that depend on re-

ported accounting numbers. CEOs of firms

aim to show more attractive results (through
income smoothing, big bath, conservatism,
and window-dressing, among others) to
stockholders and other stakeholders of the
company and thus are tempted to report
improved profits by employing the practices
mentioned above. Most accounting scandals
and earnings manipulations stem from this
intention to report improved profits as well as
the social interactions between the manager
who takes care of the accounting reporting,
the auditor who audits the accounting in-
formation, and the financial institution that
can financially support a firm. An example is
the case of Enron where accounting fraud was
committed using mark-to-market accounting
and special purpose entities. If technology
based on machine learning had been used,
such accounting method would not have been
chosen for the transactions that should not
be used mark-to-market accounting method.
The human intention of showing more improved
profits to stakeholders could have been ruled
out. Another example is the financial crisis
that precipitated due to subprime mortgages
in the US caused by a moral hazard of finan-
cial institutions. By contrast, machines are
not human beings and, therefore, may not act
against ethical values, may not need to con-
sider social interactions, and may not pose a

risk of causing moral hazard issues.? With

2) On the contrary, however, some argue that accepting the results of data analytics as audit evidence has not been
officially announced. Moreover, the International Auditing and Assurance Standards Board (IAASB) addresses the use
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audit automation, or any other kind of auto-
mated accounting system, there is no need
to interact with the personality traits of
accounting-information providers and users.
The mechanisms by which technology is ap-
plied are not subject to ethical dilemmas that
may result in economic harm due to the re-
porting of misleading accounting earnings.
Rather, the use of technology can overcome
this ethical limitation of human beings.
These ethical benefits are not just limited
to financial accounting or auditing area but
can also be applied in managerial accounting
areas. One of the key processes of manage-
ment accounting is planning, and managerial
accountants are often involved in budgeting
as a planning process. Today's budgeting proc-
ess is not approached in a top-down manner,
which means top managers establish a budget
and impose it on subordinate managers.
Rather, it is more likely a ‘bottom-up process,
which is known as ‘participative budgeting.’
Since participative budgeting largely allows
subordinate managers to contribute to how
the budgets are established, overall objectives
are communicated to managers and all the

managers and employees can cooperate to

accomplish the organizational goals. However,
since the subordinate managers create the
budget, participative budgeting is susceptible
to dysfunctional behaviors such as budgetary
slack” and pseudo-participation” (Mowen et
al. 2011). The adoption of an automated
budgeting system will eliminate the dysfunc-
tional behaviors of human beings, process the
inputs (big data) of all managers, (both top and
lower levels), and search for ways to maximize
the overall benefit of the organizational.
Accordingly, the benefits of participation will
be realized. In addition to this, variance
analysis based on an automated budgeting
system will improve efficiency of the perform-
ance evaluation process and provide better
suggestions on where the variance should be
controlled and adjusted.

Al systems can be utilized to develop vari-
ous kinds of tools that can detect fraudulent
audit. With the introduction of technology,
auditors will be able to play the role of pro-
tecting public rights and interests against
internal corruption. Automatic accounting
systems can be designed such that these sys-
tems automatically provide pop-up warnings

in real time and require further action if

of new technology may not solve all ethical problems or not achieve reasonable judgement, therefore it recommends that
the use of new technology should always be accompanied with auditor's professional judgment (IAASB 2016, p.7).

3) Budgetary slack, often referred to as padding, exists when a manager deliberately underestimates revenues or
overestimates costs in an effort to increase the likelihood that he/she achieves the goal, which consequently reduces the

risk that he/she faces (Mowen et al. 2015, p.404.)

4) Pseudo-participation occurs when top management assumes total control of the budgeting process, seeking only
superficial participation from lower-level managers. Top management is simply obtaining formal acceptance of the
budget from subordinate managers, not seeking real input (Mowen et al. 2011, p.405.)
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any type of fraudulent activities is found.
New technology will automatically “blow the
whistle,” so that accountants and auditors
can perform surveillance of their clients on
behalf of the public's interest without any
personal disadvantages. Therefore, the manner
by which ethical considerations are built into
the use of technology in fraud detection and
forensic work must be discussed and the codes
of ethics (including confidentiality) should be
addressed in advance. Also, auditors should
report any unethical uses of technology or
data during their work and ensure that the
ethical benefits that technology can bring to
the audit profession are not exploited. Advanced
technology is expected to provide various
opportunities and advantages. It is necessary
to continuously discuss the ethical issues
arising from the emergence and use of new
technology and to introduce relevant laws

and regulations accordingly.

3.3 What are the threats?

Next, I discuss the threats of new technology
on the accounting profession. Even though
the use of technology provides many advan-
tages mentioned above, there are threats.
Technology can be used to replace or augment
human judgment, but its focus on a rational
approach to problem-solving and decision-
making ignores the consideration of ethics.

This section presents the ethical threats that

HYSHATL ®493 M4z 20204 82

may result from the adoption of new technology.

One of the biggest concerns is ‘technological
unemployment.” Technological unemployment
is defined as the loss of jobs caused by tech-
nological change. This change is likely to be
most keenly felt in areas where auditors use
technology to replace those parts of the process
previously done manually. Ernst & Young
(EY) estimates the number of new college
graduates to be hired in 2015 could fall by
half in 2020 (Agnew 2016). In addition, ac-
cording to a survey by the Mckinsey Global
Institute (Manyika et al. 2011), 44% of firms
reduced their headcount since the financial
crisis of 2008 through automation. At a sym-
posium on the impact of computing on eco-
nomic activity held by the Harvard Institute
for Applied Computational Science in 2017,
Chavez, Chief Financial Officer (CFO) of
Goldman Sachs, said that Goldman Sachs'’s
New York headquarters employed 600 traders
back in 2000 but there are just two equity
traders left today, and explained that auto-
mated trading programs have taken over the
stock trading work. Why would this be con-
sidered an ethical issue?

Harari (2014) cited Adam Smith's book,
‘The Wealth of Nations published in 1776,
and explained why modern economy was able

to grow faster than in the past. He wrote:

Smith’s claim that the selfish human urge to
increase private profits is the basis for collec-
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tive wealth is one of the most revolutionary
ideas in human history - revolutionary not just
from an economic perspective, but even more so
from a moral and political perspective:--. Smith
denied that traditional contradiction between
wealth and morality---. Being rich meant being
moral. In Smith's story, people become rich not
by despoiling their neighbors, but by increasing
the overall size of the pie::- All this depends,
however, on the rich using their profits to open
new factories and hire new employees, rather
than wasting them on non-productive activities.
(Harari 2014, p.439)

If the rich do not use their profits to hire
new employees or create jobs, the whole soci-
ety will be harmed, not just economically but
also morally and politically, which consequently
affects social and ethical norms and values:
therefore, in this way, the loss of jobs due to
automation becomes an ethical issue.

Frey and Osborne (2017) reveals that ac-
counting and tax preparation are highly
ranked as occupations with high probability
of computerization.” Although there may be
some misunderstanding of what the accounting
profession involves (that it merely focuses on
simple bookkeeping and clerical audit work),
big data analytics nevertheless is expected to
provide useful information for decision-making
in the fourth industrial revolution. The process

of collecting, providing information, and sug-

gesting alternatives will probably be replaced
by machines: thus, this is a likely threat to
the accounting profession. Unemployment
resulting from the use of machines will cause
economic slowdown, or more severely, a
recession. It will shake the foundation of cap-
italism and affect the accounting profession,
with accounting being a product of capitalism.

The second ethical threat is that business-
related judgments are likely to be changed
depending on the owner of the new technology.
For the sake of discussion, I consider the au-
tonomous vehicle example, where an autono-
mous-driving vehicle that is driven according
to an Al algorithm needs to make a decision
when another vehicle comes in and threatens
a collision (Han 2018). The owner of the vehicle
can be hurt or killed by a collision, or can hurt
or kill another driver in order to survive. In
this situation, what is considered the ethical
choice? Should the choice be made for the
owner of the vehicle or for the other party? A
related question is: who is the owner of the
vehicle, the car manufacturer or the driver?
Assuming there are two possible outcomes:
the collision will cause almost no damage to
the car but the driver will be killed, or the
driver will survive but the car will be a total
loss. How would the algorithm work in this

case? What decision should be made?

5) This study also claims for workers to win the race, they will have to acquire creative and social skills' (Frey and
Osborne 2017, p.269.) However, in this paper, it is already discussed that social skills often cause ethical problems in

the accounting profession.
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A similar situation can occur in the ac-
counting field. One of the most important
practices in the accounting profession is
ensuring the transparency of accounting
information. How is this transparency rule
applied? Who should the financial statements
be transparent for? Will the algorithm in an
accounting system be designed to protect the
interests of the company? Or should it be
designed to protect the interests of stock-
holders, creditors, or the general public? This
can be an ethical dilemma. On the one hand,
this is a general ethical issue that can arise
in financial reporting, in capital and audit
markets using accounting information, not
an ethical dilemma raised specifically from
the use of new technologies. On the other
hand, however, a situation that poses an
ethical dilemma arises from choosing how to
manage the reporting of earnings. Should a
firm reduce the reported taxable income to
benefit from tax-savings or boost up earnings
to report better management performance as
compared to the previous year? Which ac-
counting choice should be made to manage
earnings? Or should a firm report unmanaged
earnings? What is considered transparent
accounting information as far as the general
public is concerned? These are not easy eth-
ical questions to be answered by machines.
Therefore, as in the case of autonomous
vehicle example, guidelines or Al algorithms

to deal with every single collision situation
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should be programmed, human beings should
give straightforward guidelines regarding
how to apply transparency rule in financial
reporting. This is because the machine does
not have the ability to make a judgement by
itself with an ethical mind.

Third, privacy matters. How can we ensure
privacy in the era of big data? Does data pri-
vacy exist when used in data analytics by au-
ditors and accountants? This issue appears
to be different from other privacy concerns
(such as those on users personal information
disclosed by social media or online companies)
because accounting information (of listed
companies) is available to the general public.
However, who will access, when to access,
and determining what intentions are valid to
access the data can be problematic. There can
be an ethical issue if accountants and audi-
tors access internally secured data for per-
sonal profit earlier than fairly disclosed, or
link the data across organizational units that
are supposed to be separate (Hoffman et al.
1996). However, this is not a technology-
related issue: rather, it is a problem similar
to internal transactions and therefore it is a
matter to be addressed in the design of a better
internal control system. Related to data pri-
vacy, if internet service providers and social
media companies disclose or report their users’
suspected malfeasance to the authorities,
this is also subject to ethical limitations.

The fourth ethical threat is that account-
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ants and practitioners maybe abandon their
critical thinking and reasoning ability as they
begin to heavily rely on technology. They
may simply accept the suggestions made by
machines. Early attempts to introduce tech-
nology in the accounting profession will most
likely be in the form of software support for
decision makers. However, Friedman and
Kahn (1992) are concerned about the decision
support tools. They said that these tools could
induce willingness to give up human being’s
decision-making responsibility because the
software tools could make decisions that are
considered good enough. The more people
trust the decision support tools suggestions,
the more difficult it becomes to question them,
and the decision support tools will eventually
dominate the decision-making process.”
Accordingly, the fifth ethical threat of tech-
nology in accounting is what has become
known as a responsibility gap.” Accountants
and auditors have increased the use of tech-
nology in decision-making. Through this, they
are able to shorten the audit time, realize
audit cost savings, enable continuous audit,
and achieve overall efficiency in the decision-
making process. Technology offers these
benefits, but these come with consequences.
Technology results in the abdication of eth-

ical responsibility for the consequences of

decisions made by human accountants. This
is called Tresponsibility gap (Johnson 2015).
This brings us to ask, who will be responsible
for the ‘behavior of machines? Are humans
responsible for the consequence resulting
from the use of technology? This should be
reconsidered.

Finally, another threat is that human be-
ings will not be able to control machines as
they do not understand the algorithms that
are dramatically advanced by machine (or

deep) learning.

3.4 The best way to deal with these ethical
threats

To reduce ‘technological unemployment, it
is necessary to change the employment model.
More accounting system developers and IT
personnel can be hired. It would be possible
to increase employment by hiring new people,
who can train technology-related knowledge
and provide support to existing employees.
The qualification required for new employee
will also change. They should be qualified
with the skills of new technologies such as
ability of developing information systems
and sharing IT techniques, as well as basic
knowledge in accounting, taxation, auditing

and consulting. We need to keep in mind that

6) Delegating decision-making to computerized systems will be very risky. This paper discusses the decision-making issue

in the next section.
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the tasks can be handled by technologies are
labor-intensive ones. To deal with the ethical
threats mentioned above, we can use tech-
nologies to find specific patterns and to select
areas where humans should investigate in-
depth, and let auditors focus on more important
issues, which required their ethical and pro-
fessional judgment. New technologies includ-
ing machine learning, artificial intelligence,
and big data do not provide indicators of
cheating and misconducting. Securities and
Exchange Commission (SEC) claims that it
still needs human experts to identify the fol-
lowing unethical behaviors: manipulation and
deception through misrepresentation and
omission, materiality, possible misconduct
involving the sales of securities, scienter -
intention and knowledge of misconduct (Cho
et al., 2018).

In previous section, it is mentioned who is
responsible for the judgment made by machine.
Under the Certified Public Accountant Act,
each certified public accountant should per-
form the audit services (Article 2) and carry
out his or her functions in impartial and sin-
cere ways.” Therefore, the auditors cannot
avoid responsibility even if the audit opinions
are made by an automated audit program,
because the establishment of an automated

audit system is also under the responsibility

of the human auditor. This act indicating the
responsibility of audit opinions presented
using technologies belongs to human auditor
should be explicitly added to Certified Public
Accountant Act. International Auditing and
Assurance Standards Board (IAASB) recom-
mends that the use of new technology should
always go along with auditor's professional
judgment.® Therefore, human auditors should
keep in mind that they can use the new tech-
nology and take advantage from it, but they
also have the responsibility of the audit opin-
ions provided too. Human auditors cannot blame
for the behavior of machines and always need
to maintain professional skepticism.

In summary, in order to overcome the threats
mentioned above, it is important to develop
mechanisms that would obtain advanced con-
sensus, taking into account these ethical di-
lemmas, and these mechanisms should be
added to the technology-based accounting
information system. As previously discussed,
blockchain-based accounting systems provide
numerous advantages. Many accounting trans-
actions are programmed and automatically
processed in smart contracts such that smart
contracts can be operated as fraud control
and prevention systems. In summary, block—
chain is a base system that provides a safe-

guard against distortion or manipulation of

7) http://elaw klri.re.kr/kor service/lawView.do?lang=ENG&hseq=47928
8) https://www.ifac.org/system/files/publications/files/ITAASB-Data-Analytics-WG-Publication-Aug-25-2016-for-comms-

9.1.16.pdf
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accounting records, while smart contract is an
operating system with software embedded in
business regulations and accounting standards.
Although a blockchain-based accounting sys-
tem can protect data and prevent fraud, it is
exposed to the risk caused by managers’
fraudulent behaviors. Therefore, concrete
applications or internal corporate solutions
that can control for managers accounting
fraud should be thoroughly designed.
Designing a device or application that can
prevent managers accounting fraud and add-
ing it to the accounting information system
can be very helpful in solving the ethical
problems mentioned above. To do so, the
code of ethics including integrity, objectivity,
and confidentiality must be clearly defined.
Guidelines and formal codes are needed to
determine who to make decisions for, the
purpose of using the technology, as well as
the purpose of business-related judgements.
It is important to explicitly specify guidelines,
formal codes of ethics, and moral standards
because it is impossible to design a properly
functioning device without them. Furthermore,
continuous training and education programs
should be provided to technicians, account-
ants, and auditors who need to understand the
rationale of the technologies and algorithms.
Moreover, ethical considerations must be in-
tegrated into user-training programs and in-
to the design and operation of the accounting

information system.
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Finally, when designing analytics to process
accounting data, decision rules used in soft-
ware should be created, which can be the very
last step to enable checking of whether the
final suggestions that are provided meet the
ultimate ethical requirements. Additionally,
the decision on this last step should be made
by humans and the decision of the last step
should be designed to have priority over any
other protocol. Nevertheless, these procedures
will not overcome all the drawbacks. If a hu-
man being with questionable intentions par-
ticipates in the decision-making process on
the last step, the ethical issues discussed
above will arise. However, designing this last
step can at least prevent problems that may
arise due to the technology's failure to con-
sider ethical principles. Once a fully automated
software system with these decision rules is
designed (if it can be implemented as a pro-
totype in actual accounting and audit set-
tings), it will help in examining what kind of
ethical issues can be brought by an automated
accounting system, and in finding ways to
deal with such ethical problems. This can be
meaningful for the future.

However, these ethical threats can be over-
come more effectively with cooperation from
human beings. Next, [ discuss three areas
wherein the use of technology alone is not

sufficient.
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IV. Technology Requires Human
Intervention

The society still needs people for better
judgement concerning ethical accounting
issues, specifically in the following three
areas: decision-making, accountability, and

education.
4.1 Decision-making

I have discussed that the emergence and
use of technology broadly influences not just
technical processes but also ethical and pro-
fessional decision-making in the field of
accounting. Machine-learned analytics based
on big data can rapidly process a massive
amount of accounting records and share the
data through an automated system. Blockchain
techniques can make data alteration and ma-
nipulation improbable, if not impossible.
However, there also exist ethical problems
including data privacy, data security, and
abuse of investigative power. Therefore, we
suggest developing formal guidelines and
codes of ethics and incorporating a final step
in the decision rules that can check whether
the suggestions made by a machine meet eth-
ical standards.

I also presented the problem of “technological
unemployment.” The use of machines, Al,

and robotics can diminish the role of humans
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to produce and create value-added. The proc-
essing of accounting information can be re-
placed by automated machines. Occupations
that require subtle judgment can be auto-
mated using computerized systems. In this
case, the unbiased decision-making that is
based on algorithms can provide a comparative
advantage over human beings decision-making.
However, in the most challenging or critical
applications, algorithmic suggestions are best
used as inputs or recommendations to human
accounting practitioners. Not all decision-
making processes can be replaced by machines.
Bacani (2017) claimed that “technology will
enable full automation, but it cannot sub-
stitute for human judgement.” Big data ana-
lytics are useful tools that can clean, trans-
form, and model data, as well as discover and
communicate useful accounting information:
however, they best serve as provider of alter-
natives and as support for decision-making.
Al can be used to review the quality of the
work done and to make decisions based on
machine learning, but it is not capable of moral
considerations or ethical reasoning required
by the accounting processes: this makes de-
cisions made by Al ethically deficient and
risky. As previously discussed, considering
ethical norms and values in the decision-
making process is important: however, tech-
nology cannot effectively execute decision-
making tasks because ‘technology is ethically

neutral (Brusoni and Vaccaro 2017). Automatic
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processing systems can help develop new
accounting information systems, but it alone
cannot be operated as a decision-making
system. As Friedman and Kahn (1992) stated,
accounting technology should be viewed as

‘decision support tools.’

4.2 Accountability

Making an appropriate decision and being
responsible for the decision made are closely
related, so these cannot be separated as two
different things. If a decision-making process
needs human judgement, it is also humans
that should take the responsibility for the
decision made.

Accountability is related to the responsibility
gap previously discussed. Johnson (2015)
argued that because certain artificial agents
learn as they operate, those who designed or
deployed these agents may not be able to
control or even predict what their agents will
do. Hellstrom et al. (2013) claimed that hu-
mans tend to assign responsibility to com-
puters and robots rather than justify the at-
tribution of responsibility. In other words,
Tobots will not be responsible for their own
behavior but humans will be inclined to treat
robots as if the robots were responsible for
their own behavior (Hellstrém et al. 2013).
Ultimately, human beings are responsible for
the behavior of machines. Technology, in the

form of an automated accounting system,
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cannot take responsibility as it does not suffer
any consequences. For instance, in a fraud
audit, there is no way to punish an automated
accounting system: destroying the machine
results in no consequence to the machine,
this act is meaningless.

The way for a purely technical machine to
incorporate ethical and professional consid-
erations is by including clearly addressed
codes of ethical conduct into the system at
the point when humans design the system.
Humans need to be aware of how technology
implements the codes of ethics in decision-
making processes and how the machine learns
as it implements them, and modify the sys-
tem as necessary. Human beings bear the re-
sponsibility for how the system behaves. This
mindset makes it possible to seriously and
carefully design the system and address the

ethical concerns in the accounting profession.

4.3 Education

Another area where technology requires as-
sistance from humans is education. The im-
portance of ethics education in the accounting
profession cannot be overemphasized.

While it is good to be able to make mean-
ingful decisions efficiently using technology,
it is difficult for humans to understand and
predict the outcomes because new technologies
can learn as they operate and take actions on

their own. As previously discussed it is a
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threat for human beings if we are not able to
understand and control algorithms that are
significantly advanced by deep learning.
Therefore, through educational programs,
humans will have opportunities to learn the
logic behind the ‘behavior” of technological
applications. Technicians who design, develop,
and modify technology also need to be in-
volved in these educational programs because
without domain knowledge about accounting,
they will be limited in developing technologies
that are useful in the accounting profession.
The issue on responsibility due to human
being's excessive reliance on technology was
previously examined. We need to understand
how the system works so that we do not de-
pend entirely on the machines. We need to be
prepared for problems that may be caused by
system instability such as a shut-down. Even
if a system is fully automated, it is still
human beings role to design and maintain an
automated system. As such, human beings
need education.

The development of automated training pro-
grams can present opportunities to learn many
real-world examples and practices, and auto-
mation of professional training can save time
and money required for program development.
An automated training program can contrib-
ute to the development of sound professional
judgement of auditors and accountants. Through
programmed instruction materials, trainees

can improve awareness about ethical consid-

HYSHATL ®493 M4z 20204 82

erations in technical tasks.

Al or technology alone cannot play a role in
these three areas and humans should be in-
volved in them. Conversely, it can be said
that humans need assistance from technology

and technology can support human beings.

V. Five Levels of Accounting
Process Automation

I propose five accounting process automa-
tion levels as follows.

Level 0 is a stage of no automation” of the
accounting system.

Level 1 is a stage of using computerized
systems to merely record accounting information.

Level 2 is a continuous control monitoring
stage. At this level, computerized systems
are connected within an organization. All the
company resources are planned and managed
with computerized accounting information
system, for example, enterprise resource
planning (ERP), and all economic events of a
firm are monitored and controlled by an
autonomous accounting system.

Level 3 is the stage of continuous data
assurance. Assurance service is an independent
professional service with the goal of improving
information or the context of information so
that decision makers can make more informed,

and presumably better, decisions. This service
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will be provided by an automated accounting
system. Continuous audit is possible at this
level. However, human beings will still make
the decisions.

Level 4 is a stage where an automated sys-—
tem will provide and narrow down sugges-
tions for final decision-making. Most of the
accounting information procedures can be
done by machine, but the final decision will
still be made by human beings.

Level 5 is a stage of full automation of the
accounting processes. All accounting in-
formation procedures will be fully automated.
Technology can even make final decisions re-
quiring no human involvement.

The higher the automation level, the stron-
ger is the intervention of technology and the
less is the human being's participation in the
decision-making process. At levels 0, 1, and
2, we may not need to seriously consider eth-
ical issues arising from the use of machines
because humans have all the controls and
means of monitoring. However, as the auto-
mation level goes up, considering the ethical
impact of technology in accounting gets more
critical because a machine learns by itself and
technology makes a machine smarter than
human beings. At the higher stages, using
technology can make better decision than hu-
man beings, and will be more strongly involved

in decision-making compared to the previous

levels. It is therefore necessary to incorporate
ethical standards into utilizing technology at
these levels and to collaborate with linkages
to the International Ethics Standards Board
for Accountants (IESBA). For example, in
order to effectively use data analytics in the
audit, auditors may be required to have ac-
cess to and, physically store large amounts of
client-sensitive data. Since the IESBA’s Code
of Ethics for Professional Accountants ad-
dresses confidentiality and independence, it
may need to interact with IESBA in these
areas and to prepare standards that can be
met by these ethical codes.

Level 5 is a stage of fully automated ac-
counting information system with no human
intervention: however, it is doubtful whether
this can actually become a reality. As described
above, technology should be used only to pro-
vide suggestions for making judgements. It is
dangerous for machines to make judgements
by themselves for ethical reasons. Final deci-
sions should be made by humans and humans
should take responsibility for such decisions.
To do this, simultaneous education about
ethics and technology is necessary.

Five levels of accounting process automa-
tion mentioned in this section are addressed
in general terms, not in specific areas of
accounting such as auditing,” financial ac-

counting, managerial accounting, and taxation.

9) For example, Dai and Vasarhelyi (2016) distinguish four generations of the audit according to the development of
artificial intelligence technology. Traditional manual audits (Audit 1.0) have existed for centuries fulfilling many needs
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Further studies on how to apply the automa-
tion levels to the detailed areas of accounting

will be needed in the future.

VI. Recommendations for Best Practice

This section discusses the cases of other
countries (or international) accelerating efforts
to implement legal or ethical codes raised
with the introduction of new technologies and
suggests directions for establishing future co-
des of ethics and best practice.

IESBA by International Federation of
Accountants (IFAC) defines section 140 con-
fidentiality and section 290 independence re-
garding data analytics. IESBA addresses,
even though professional accountants are able
to access to the massive amount of client-
sensitive data, without adequate and specific
approval, legal/professional rights or obliga-
tions, confidential information obtained from
performing their professional duties should
not be disclosed to the third party and should

not be used for their own interests.

The assurance framework by TAASB clearly
describes the objectives and elements of au-
dit and the audit areas subject to International
Standards on Auditing (ISA), International
Standards on Review Engagements (ISRE),
and International Standards on Assurance
Engagements (ISAE). Thus, appropriate eth-
ical standards for audit procedures using new
technologies should be established based on
these.

Financial Stability Board (FSB, 2017) also
presents the issues around data privacy and
data protection related to the ability to access
the data processed by Al and machine learning.
These applications usually depend on access
to, and use of, large amounts of data that
includes data collection, data compilation and
consolidation, data mining, and analytics. The
applicability of regulations will be generally
fact-driven and jurisdiction-specific. However,
certain issues are being commonly evaluated
in the context of the use of technology with
big data, such as the applicability of data
ownership rights and data privacy protections:
therefore, ethical standards fit into for data

privacy and protection when using technologies

with manual audit tools such as pencils and calculators. Although the IT audit (Audit 2.0) emerged in the 1970s and
most all business used computer based software such as Excel and CAAT, only about 15 percent of auditors are IT
enabled. Audit 3.0 includes Big Data in audit analytics, and emerges much faster than the previous generations. Korea
is considered to be the third generation that utilizing big data as a tool for audit analytics (Cho et al. 2018, p.294).
Audit 4.0 is semi- and progressive automation of audit stage. In this stage, sensors, location identifiers (e.g., GPS),
individual identification devices (e.g. RFID tags), Cyber Physical System(CPS), and Internet of Things(IoT) will be
frequently used as audit tools. “Audit 4.0 will significantly change the auditing profession by automating current
procedures, enlarging their scope, shortening time, and eventually improve the overall assurance quality (Dai and

Vasarhelyi 2016, p.2)
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should be prepared.

The European Union (EU) recently enacts
a General Data Protection Regulation (GDPR).
Article 11, which is relevant with respect to
the use of Al and machine learning, provides
a right to an explanation of the decision
reached after algorithmic assessment, and
allied articles provide for similar disclosures.
Article 9 prohibits the processing of special
(or sensitive) categories of personal data.
Another key article relating to new technologies
is Article 22, which provides for a data sub-
ject's qualified right not to be subject to a de-
cision with legal or significant consequences
based solely on automated processing. Article
24 provides that decisions shall not be based
on special categories of personal data.

There are a number of initiatives to further
research on machine ethics and the ethical
use of technology. For example, a group of
large tech firms including Amazon, Google,
and Microsoft, founded the Partnership on
Artificial Intelligence’, which aims to develop
and share best practices on Al (FSB 2017,
p.39.) Big audit firms such as Deloitte (Deloitte,
2016) and PriceWaterhousCooper (PWC, 2016)
also publish ethical issues considered using
technologies. IESBA, IAASB, and IFAC have
been developing and promoting the code of
ethics for professional accountants. Human
auditors with this code of ethics should su-
pervise the behavior of machine, intervene, and

make a final decision. The best practice recom-
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mended is using a human-centered approach.
Not all of these codes of ethics may be ad-
dressed specifically and in detail in Korea yet.
Korea is currently in the stage of utilizing big
data to audit analytics and accounting pro-
fessions in Korea generally and implicitly follow
the basic codes of ethics required by IESBA
including confidentiality and independence.
While there are so many areas of ethical
concerns regarding new technologies, the
specific ethical code of conducts - how to apply
ethical principles and what level of behaviors
should be applied to - still remain arbitrary.
Moreover, infrastructure and the level of
technology advancement are different across
countries and there exist differences between
big firms and small local firms. In addition, if
auditors or regulatory institutions lack do-
main knowledge in IT technologies - big data
analytics, artificial intelligence, blockchains
and so on -, it may ends up with decrease in
audit quality and audit failure. Therefore,
these issues should be considered when es-
tablishing the ethical code of conduct, and
defining and providing the detailed and spe-
cific code of ethics in accounting areas remains

for future research.

Vil. Conclusion

I discussed the benefits of the adoption of
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new technologies in the accounting field. Due
to the use of new technologies, massive
amounts of data can be processed at a high
speed, almost instantly, and accounting
transparency can be achieved. Unethical be-
haviors related to moral hazard can be re-
duced as well. I also addressed the threats
caused by the use of new technologies. These
include the loss of jobs, infringement on data
privacy, and responsibility issues. To mini-
mize these threats, I suggested that human
intervention is necessary. The role of human
beings in the use of technology should be
emphasized. For example, humans should
develop advanced mechanisms that can deal
with potential ethical dilemmas and incorporate
these into the technology-based accounting
information system. The more important ques-
tion is probably how we use human beings
than how we use technology in the future,
which is expected to be a technology-based
society.

Why is it necessary to examine ethics in re—
lation to machines? Perhaps it is not neces-
sary to think about the ethics of technology
because technology provides numerous bene-
fits and yet does not need to be ethical itself
in order to provide these benefits. It is not
the machines but us, human beings that need
to be ethical because it is human beings who
need to design, implement, and operate the
technology. Only human beings can make

judgement and take responsibility. Marshall
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(1999) proposed the definition of ethics as
follows: ‘ethics are guidelines to influence
human social behavior in a manner intended
to protect and fulfill the rights of individuals
in a society.” Machine is ‘ethically neutral,” so
it does not understand human social behavior.’
It can only suggest ethical behavior but can-
not make ethical judgement. Although ma-
chines’ intelligence is expected to be dramati-
cally and rapidly improved, machines cannot,
replace human beings. Human beings alone can
make moral decisions, and only human beings
can be held responsible for their actions.
How would life and society change with the
worldwide use of technology? Not only Al
experts but also lawyers and philosophers
are examining the anticipated changes and
resulting risks and ethical issues brought
about by new technology. In order for the use
of technology to be beneficial to the future of
mankind, it is necessary to hear opinions
from various stakeholders. The introduction
of technologies can be of great help in the
accounting field. Therefore, it is essential to
discuss what the advantages and disadvantages
are, how to benefit from the opportunities,
and what to do to minimize the related risks
and threats. It is recommended that studies

in these areas continue in the future.

1005



Sora Yoon

References

ACCA/IMA(2013), “Digital Darwinism: thriving in
the face of technology change,” ACCA/IMA.

Agnew, H.(2016), “Auditing: Pitch battle,” Financial
Times. Available at: https://www.ft.com/
content/268637f6-15¢8-11e6-9d98-00386a
18e39d.

Alles, M.G., A. Kogan, and M. A. Vasarhelyi(2002),
“Feasibility and Economics of Continuous
Assurance,” Auditing: A Journal of Practice
& Theory, 21(1), pp.125-138.

Anewalt, P.(2018), "Why Blockchain Works for
Data Integrity.” Available at: https://www.
uledger.co/blockchain-works-data-integrity.

Bacani, C.(2017), Blockchain will revolutionise the
profession. in: AB article, ACCA Global.

Brusoni, S., and A. Vaccaro(2017), "Ethics, Technology
and Organizational Innovation,” Journal of
Business Ethics, 143(2), pp.223-226.

Cao, M., R. Chychyla, and T. Stewart(2015), "Big
Data Analytics in Financial Statement
Audits,” Accounting Horizons, 29(2), pp.
423-429.

Chandi, N.(2018), “Accounting Trends of Tomorrow:
What You Need to Know, Forbes, 13
September 2018.

Child, J., D. Faulkner, and S. Tallman(2000),
“Strategies of Co-Operation: Managing
Alliances, Networks, and Joint Ventures,”
Oxford University Press, London.

Cho, J., S. Ahn, and W. Jung(2018), "The Impact
of Artificial Intelligence on the Audit Market,”
Korean Accounting Journal, 27(3), pp.289-
330.

Dai, J., and M. A.Vasarhelyi(2016), “Imagineering

1006

Audit 4.0,” Journal of Emerging Technologies
in Accounting, 13(1), pp.1-15.
(2017), “Toward Blockchain-

Based Accounting and Assurance,” Journal
of Information Systems, 31(3), pp.5-21.

Deloitte.(2016), “Tax Data Analytics: A New Era
for Tax Planning and Compliance.” Available
at: http://www2.deloitte.com/content/dam/
Deloitte/us/Documents/tax/us-tax-data-
analytics—a-new-era-for-tax-planning-and-
compliance.pdf.

Doz, Y.L.(2001), “Alliance Advantage, The art of
creating value through partnering,” Supply
Chain Management: An International Journal,
6(5), pp.242-243.

Flynn, C.(2016). "Preparing for Digital Taxation in
a Blockchain World,” Tax Planning Inter-
national Review, 43(10), pp.24.

Frey, C.B., and M.A. Osborne(2017), "The future
of employment: How susceptible are jobs to
computerisation?,” Technological Forecasting
and Social Change, 114(January), pp.254-
280.

Friedman, B., and P.H. Kahn(1992), "Human agency
and responsible computing: Implications for
computer system design,” The Journal of
Systems & Software, 17(1), pp.7-14.

FSB(Financial Stability Board). (2017), “Artificial
intelligence and machine learning in financial
services: Market developments and financial
stability implications,” Available at: http://
www.fsb.org/wp-content/uploads/P011117.pdf.

Han, H. W.(2018), Artificial intelligence law and
coexistence ethics, Pybook Publishing.

Harari, Y.N.(2014), A brief history of humankind,
Harper; 1st edition.

Healy, P. M., and J.M. Wahlen(1999), “A review of

HYSHATL ®493 M4z 20204 82



The Impact of New Technology on Ethics in Accounting: Opportunities, Threats, and Ethical Concerns

earnings management literature and its
implications for standard setting,” Accounting
Horizons, 3(4), pp.365-383.

Hellstrom, T., Institutionen for, d., Umea, u., Teknisk-
naturvetenskapliga, f. (2013), "On the moral
responsibility of military robots,” Ethics and
Information Technology, 15(2), pp.99-107.

Hoffman, W.M., J.B. Kamm, and E.S. Petry(1996),
The Ethics of Accounting and Finance: Trust,
Responsibility, and Control. Greenwood
Publishing Group.

IAASB.(2016), “Data analytics working group:
Exploring the Growing Use of Technology in
the Audit, with a Focus on Data Analytics,”
Available at: https://www.ifac.org/system/
files/publications/files/TAASB-Data-Analyti cs
-WG-Publication-Aug-25-2016-for-comms
-9.1.16.pdf.

ICAEW.(2018), "Blockchain and the future of
accountancy,” Available at: https://www.
icaew.com/~/media/corporate/files/technical
/information-technology/thought-leadership
/blockchain-and-the-future-of-accountancy.
ashx.

Iansiti, M., and K.R. Lakhani(2017), "The truth
about blockchain,” Harvard Business Review,
95(1), pp.118-127.

IFAC. (2019), "Technology and the Profession-A
Guide to ICAEW's Work.” Available at:
https://www.ifac.org/knowledge-gateway/
preparing-future-ready-professionals/
discussion/technology-and-profession-guide.

Jakobsson, M., and A. Juels(1999), “Proofs of work
and bread pudding protocols,” in: Secure
Information Networks, Springer, pp.258-272.

Johnson, D.G. (2015), "Technology with No Human

Responsibility?,” Journal of Business Ethics,

HYSHATL ®493 M4z 20204 82

127(4), pp.707-715.

Korea Legislation Research Institute(2018), “Certified
Public Accountant Act,” Available at: http://
elaw.klri.re.kr/kor_service/lawView.do?
lang=ENG&hseq=47928

Manyika, J., S. Lund, B.G. Auguste, L.. Mendonca,
T. Welsh, and S. Ramaswamy(2011), "An
economy that works: Job creation and
America’s future,” McKinsey.

Marshall, K.P. (1999), "Has Technology Introduced
New Ethical Problems?” Journal of Business
Ethics, 19(1), pp.81-90.

Milgrom, P., and J. Roberts(1992), Economics,
Organizations and Management, Prentice-
Hall, Englewood CIiff.

Mowen, M., D. Hansen, and D. Heitger(2011),
Cornerstones of Managerial Accounting,
Nelson Education.

PriceWaterhouseCooper. (2016), "‘Q&A: What's next
for blockchain in 20167, Available at:
www.pwec.com/us/en/financial-services/
publications/viewpoints/assets/pwc-qa-
whats-next-for-blockchain.pdf.

Riickeshauser, N. (2017), “Do we really want blockchain-
based accounting? Decentralized consensus
as enabler of management override of internal
controls,” in: 24th European conference on
information systems (ECIS). Istanbul.

Raval, S. (2016), What Is a Decentralized Application?
O'Reilly Media.

Spafford, E.H. (1992), “Are computer hacker break-
ins ethical?,” Journal of Systems and Software,
17(1), pp.41-47.

Teeter, R., and M. Vasarhelyi(2015), “"Audit Analytics
and Continuous Audit: Looking Toward the
Future,” AICPA.

Tene, O., and J. Polonetsky(2013), "Big data for

1007



Sora Yoon

Accounting Horizons, 29(2), pp.397-407.
Williamson, O.E. (2007), "The economic institutions

of capitalism. Firms, markets, relational

contracting,” in: Das Summa Summarum

all: privacy and user control in the age of

analytics,” Northwestern Journal of Technology

and Intellectual Property, 11(5), pp.239.
Warren, J.D., K.C. Moffitt, and P. Byrnes(2015),

“How Big Data Will Change Accounting,” des Management, Springer, pp.61-75.

1008 HYSIHT x40 ®4% 20204 8



The Impact of New Technology on Ethics in Accounting: Opportunities, Threats, and Ethical Concerns

M2Z2 BHZZZX]7} oA =20 0jX= g
71219t 2IE, F2H 0l Sa2Z

Q
a

B AFelA e gARkA, 2 HaErA] 2R A d& F e FHES - 53], AFA
T H HelE B A0S AR Aedr. dF ]% 71Ee Asste TEstete] BiE ¢
Hole S Aestet =ie & F AoB= 37 ZrA2E EYote AtE B IARRY F
A3 SAARPYE FEAZ Y2 Aol ZidEn. 7129 ZARRAE i dojue ZE ¥
2z A & 33 LR WSS FHslo] atele S0t RS 71Ee] 2For 8 oAl B
E Y A AP} Zhesdl AT £ AAAAAL] TR A2 ARt 279 S A
S Eget] At A3E SA AR Bohs Ao] Theet Holth £E, E5AQ eE 2849
HoEG AEE WA 2RE 752 5 len, 2434 Zﬂ—rxﬂi{«] Z%}(manipulation)°] %}
Aoz grbeeA g, I A3 gAY FEAL S wobd Zlolth. 3, o g 7le& 283kl I
Tobll A tiFd & e A9 HlEE] ARl FAE - =94 go], tiz]l %Xﬂ, o2+ &9 (slack), 7} o

A
(pseudo-participation) 5% - & 43}
aey, o]yt Al7]we] AL Aokl APAY SAER VA & Ao R e, HAsEAR

BAE & Qe DA B4 oleHEsl, 28 BA, 2 dole ZeolAd B BAYE] £ 4
9 BE A¥AY 4 b AL AAFRE A Al 222 F) AT TPl He A%
a2l Gebd 5 e Folrh A UA 2 AEHE ARE 1%L 719 2797 AABAY

o 2§} 2Tk 7199 oS HSHOE & AL, ORI ¥7AK, ol B
254 thedl duISdA 1 fold 4*}ﬁ7§~ oAk @ A% A s wwg £ o
St Be oldd ARE N6 AetE =
wk ohe, o @ A171%% B3le] Ueia Mﬁxgoﬂ 09 A9sl BAE e vgz%} 1 KR
@tk afER ogd &4 BASS FH] AaAE A% A D G5 A @

HESHAT HM49A HMdaE 20204 8Y 1009



Sora Yoon

2748 Bee o, A, &8 3 ARz EA2dA 7] Ajle] wEA] S oz o] Folxfof shn

3] 9JAFAA (decision-making), #Y (accountability), mS(education)?] A7}A] Foldx = 71
(technology)i‘i}t 917 (human beings)©] 4A 9l d&-S =ty Q7HE F4l o7 o] FojR o} dl=

22 HARAN o218 AZE S1EE BB BE 4 U Al oI WEE oleldtd] 58
ol ﬂ% EAd), WeA] neHojo e &2)Hel BASE 16gozA ofnl Eefd 4718 Alrhe]
A71ee AR eI 434 BAAES IR & Yk PAS BAGE AVIE AZsE €97t 9o
2 A

FAel: BAA w2, A Ve, deAT, 9 HolE 24, &84

¢ A gaehe @A ordiem At 7 A% Yare A4 ot 113 e3eEn FPURHOSU)IN A9 IS A

& ¥ olrdguz Fslel AR BedAZ F2 steAn det, 201546 BeEiol 2] ATwEE AHE v
3 OD{ FQAFEoR= accounting education, technology and transformation of accounting, R&D accounting &°]t}.

1010 BYstATL ®492 M4z 20204 8



	The Impact of New Technology on Ethics in Accounting: Opportunities, Threats, and Ethical Concerns
	Ⅰ. Introduction
	Ⅱ. Technology in Accounting
	Ⅲ. Ethical Impact of Technologies in Accounting
	Ⅳ. Technology Requires Human Intervention
	Ⅴ. Five Levels of Accounting Process Automation
	Ⅵ. Recommendations for Best Practice
	Ⅶ. Conclusion
	References
	요약


